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Executive	summary		
	

This	deliverable	has	the	objective	to	describe	the	work	done	within	T2.2	and	T2.3	in	order	to	define	the	
application	layer	and	the	data	model	that	the	gateways	connecting	the	different	meters	in	the	field	to	the	
Flexmeter	central	system,	should	be	used.	The	focus	is	on	the	demand	response	interaction	between	the	
meters	and	the	energy	aggregator.	

	The	document	is	structured	in	5	main	Chapters:		

• Chapter	1	introduces	the	Flexmeter	field	side	architecture,	highlighting	the	different	gateways	that	
connect	the	meters	to	the	Flexmeter	infrastructure	

• Chapter	2	gives	a	short	overview	of	the	existing	popular	IoT	protocols	used	for	connecting	IoT	
gateways	to	central	systems	in	energy	applications,	a	comparison	among	them	and	the	
recommended	choice	for	the	Flexmeter	architecture	and	requirements	

• Chapter	3	gives	a	short	overview	of	the	most	popular	demand	response	and	energy	efficiency	
application	protocols	and	frameworks,	a	comparison	among	them	and	the	recommended	choice	
for	the	Flexmeter	architecture	and	requirements	

• Chapter	4	describes	how	the	selected	application	protocol	and	demand	response	interaction	
model	are	implemented	into	Flexmeter	gateways	

• Chapter	5	describes	the	validation	and	simulation	activities	carried	out	in	order	to	test	the	
architecture	and	the	robustness	of	the	selected	approach	
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1.	Flexmeter	architecture		
	

The	scope	of	this	chapter	is	to	recap	the	Flexmeter	Infrastructure	architecture	in	particular	describing	how	
the	different	meters	involved	in	the	pilots,	are	interconnected	through	gateways	to	the	Flexmeter	central	
system	(cloud).		

In	Figure	1	a	description	of	the	meter	communication	infrastructure	is	given	according	also	to	WP1.3	[20];	
starting	 from	 the	 bottom	 of	 the	 picture,	 different	 utilities	 meters	 will	 be	 connected	 to	 Flexmeter	
(electricity,	water,	district	heating)	using	different	metering	and	communication	technologies	(at	least	3	for	
the	electricity	meters).	

Those	meters	will	be	connected	through	a	composite	set	of	communication	protocols	(wireless	and	wired,	
mesh	and	star	topology,	plc	and	wireless	short	range,	IP	and	non	IP	based)	to	different	gateways	depending	
on	the	location	and	on	the	pilot	(building,	substations,	single	flat)	.	In	deliverable	2.1	[20],	details	ae	given	
concerning	 how	 the	 interoperability	 among	 different	 communication	 technologies	 used	 by	 the	 different	
meters,	is	achieved	at	gateway	level.	

	

Figure	1:	Flexmeter	Communication	Infrastructure	

The	 different	 gateways	 are	 then	 connected	 either	 directly	 to	 the	 Flexmeter	 cloud	 or	 to	 the	 proprietary	
central	systems	and	data	bases	of	the	DSOs;	 this	type	of	communication	 is	TCP-IP	based	and	depends	on	
the	gateway	premises	so	it	can	be	either	GPRS,	3G.	xDSL,..	or	it	can	be	wired	broadband	typically	in	case	of	
connection	between	the	DSOs	servers	and	the	Flexmeter	cloud.	

From	a	Flexmeter	perspective,	the	gateways	to	be	considered	(meaning	the	data	sources	for	the	Flexmeter	
framework)	are	the	systems/devices	directly	connected	to	the	Flexmeter	cloud	so:	

• E.ON	Data	Base	
• Iren	Data	Base	
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• Ennova	Gateway	
• UniBO	gateway	

	The	 focus	 of	 this	 deliverable	 is	 to	 describe	 which	 TCP-IP	 application	 protocols	 should	 be	 used	 to	
interconnect	the	mentioned	gateways	to	the	FM	cloud	(the	yellow	arrows	in	Figure	1)	and	the	data	model	
and	the	Demand	response	interaction	model	to	be	used	within	this	communication.	

	

1.1	IREN	gateways	(Ennova	and	Iren	DB	Connector)		
	

As	 mentioned	 in	 D2.1,	 besides	 the	 Iren	 building	 concentrator	 which	 is	 not	 diretly	 connected	 to	 the	
Flexmeter	architecture,	 in	order	to	test	a	prototype	system	for	electric	energy	consumption	data	analysis	
(load	profiling)	exploiting	NIALM	technology,	an	independent	sensors-concentrators	architecture	has	been	
developed	and	implemented	in	a	specific	gateway	(Ennova).	

 

Figure	2:	Ennova	gateway	connections.	

The	ENNOVA	concentrator	receives	the	data	coming	from	the	MIDORI	meters	and	translates	it	into	the	data	
format	required	by	the	Flexmeter	architecture	as	will	be	explained	in	the	subsequent	sections.	

On	the	other	hand	the	Iren	building	concentrator	forwards	the	data	received	from	the	different	meters	and	
forwards	it	to	the	Iren	central	system	and	DB;	the	system	collect	the	meter	values	and	sends	them	to	the	
Flexmeter	cloud	at	the	same	time	they	are	stored	in	the	database.	

	

1.2	EON	gateway	(DB	connector)			
	

All	the	electricity	meters	has	a	Mesh-radio	communication	node	that	communicate	over	869	MHz	
frequency	with	6LoWPan	protocol	(IPv6	over	Low	power	Wireless	Personal	Area	Networks).	The	
communication	nodes	help	each	other	to	get	access	to	a	Mesh	Gateway	that	is	places	at	one	of	the	



FLEXMETER 646568 D2.2 Report on gateway communication  H2020-LCE-2014-3 

electricity	meters.	The	Gateway	provide	the	IPv6	addresses	to	the	nodes	and	also	provide	the	
communication	to	the	E.ON	server	platform	via	GPRS.	

	

The	mesh	radio	solution	is	based	on	the	following	standards:	

• Institute	of	Electrical	and	Electronics	Engineers	(IEEE)	802.15.4.g	(Radio	Communication	in	Mesh	
Network)	

• IPv6	over	Low	power	Wireless	Personal	Area	Networks	(6LoWPAN)	(End-to-End	IPv6	Connectivity)	
• Constrained	Application	Protocol	(CoAP)	(HTTP	like	application	protocol)	
• Datagram	Transport	Layer	Security	(DTLS)	(Security	layer	equivalent	to	Transport	Layer	Security	

(TLS)	for	Web	Browsing)	
• Public	key	Infrastructure	(PKI)	structure	
• Advanced	Encryption	Standard	(AES)	based	transmission	encryption	

The	E.ON	Server	platform	gets	all	the	data	from	the	meters	(Connode	Communication	Server)	and	exported	
via	an	integration	platform	(WSO2)	to	the	raw	meter	value	database	(a	nonSQL	Cassandra	database).	Via	an	
integration	platform	(WSO2)	the	meter	values	are	sent	to	the	Flexmeter	cloud	platform	by	the	E.ON	DB	
connector	with	MQTT	protocol.	

The	communication	nodes	in	the	energy	meter	sends	the	meter	values	with	push	technology	as	soon	as	
there	are	available	in	the	communication	nodes.	The	values	gets	to	the	Connode	communication	server	
and	the	system	collect	the	meter	values	and	sends	them	to	the	Flexmeter	cloud	at	the	same	time	they	
are	stored	in	the	database.	

	

1.3	UniBO	concentrator			
	

The	 Non-intrusive	Wireless	 meters	 designed	 by	 UNIBO,	 need	 a	 gateway	 to	 forward	 data	 the	 Flexmeter	
Cloud.	The	gateway	is	different,	according	to	the	wireless	technology	used	in	the	two	designed	prototyped.		

Prototype	 #1:	 is	 a	 WiFi	 enabled	 smart	 meter,	 with	 a	 remarkeable	 on-board	 computing	 capability	 and	
designed	 to	host	 the	 forthcoming	NILM	algorithms	envisioned	on	 the	project.	 For	 such	 type	of	meters	 a	
commercial	WiFi	router	(usually	available	in	most	of	the	households)	is	sufficient.	In	fact,	data	are	already	
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packet	 according	 to	 the	 Flexemeter	 standard	 on	 the	meters,	 and	 the	MQTT	 protocols	 is	 embedded	 and	
used	directly	on	the	meter.		

Prototype	#2:	is	a	low-cost,	energy	neutral	meter	capable	to	operate	unattended	forever,	battery-less	and	
without	any	connections	to	the	mains,	 if	 the	measured	 loads	 is	above	a	specific	threshold	defined	by	the	
measurement	rate	of	 the	meter.	The	wireless	 technology	used	 for	 these	type	meters	 is	a	 low-power	and	
low-rate	2,4Ghz	based	on	Zigbee	Standard.		

The	 gateway	 designed	 for	 such	 kind	 of	 meter,	 presents	 and	 embedded	 platform	 equipped	 with	 ARM	
microcontrollers	 (e.g.	Rasberry	class,	or	Embedded	PC),	which	hosts	a	 specific	Zigbee	USB-key	with	 the	a	
compliant	radio	protocol.		

The	 smart	 power	 meter	 features	 the	 JN5148	 module	 from	 NXP.	 It	 delivers	 a	 low-power	 and	 high	
performance	32-bit	microcontroller	with	an	integrated	2.4	GHz	IEEE	802.15.4/ZigBee	PRO	radio	transceiver,	
a	512	kB	serial	flash	memory,	a	real-time	clock	and	an	integrated	antenna.		

The	 meter	 transmita	 data	 to	 an	 “Energy@Home”	 Gateway	 by	 using	 ZigBee	 PRO	 protocol	 with	 Home	
Automation	 profile.	 The	 USB	 dongle	 equipped	 with	 radio	 used	 in	 the	 gateway	 is	 a	 commercial	 dongle	
manufactured	 by	 FlexGrid	 (i.e.	 Zigbee	 FlexKey)	 and	 it	 is	 one	 of	 the	 most	 compact	 Zigbee	 USB	 Dongle	
available	 on	 the	 market	 today.	 Due	 to	 its	 RF	 performance,	 it	 enables	 secure	 and	 reliable	 wireless	
connectivity	between	internal	and	external	environment.	The	Gateway	has	been	designed	to	be	connected	
to	 any	 device	 equipped	 with	 a	 USB	 port	 (ADSL	 modem,	 PC,	 Tablet),	 to	 enable	 to	 connect	 in	 a	 ZigBee	
network.	 In	Error!	Reference	source	not	 found.,	 the	prototype	of	the	smart	power	meter	and	the	Zigbee	
dongle	used	by	the	Gateway,	are	shown.	

	

Figure	3:	Contact-less	Smart	power	meter	prototype	with	the	Zigbee	dongle	USB	radio	used	by	the	
gateway.	

	

The	FlexKey	USB	gateway	acts	as	a	ZigBee	PRO	coordinator,	with	Home	Automation	profile,	for	the	smart	
power	meters	network.	 ZigBee	 is	 a	wireless	networking	 technology	developed	by	 the	ZigBee	Alliance	 for	
low-data	rate	and	shortrange	applications.	Home	automation	is	one	of	the	key	market	areas.	
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The	 ZigBee	protocol	 stack	 is	 composed	of	 four	main	 layers:	 the	physical	 (PHY)	 layer,	 the	medium	access	
control	(MAC)	layer,	the	network	(NWK)	layer,	and	the	application	(APL)	layer.	In	addition,	ZigBee	provides	
security	 functionality	across	 layers.	The	 two	 lower	 layers	of	 the	ZigBee	protocol	 stack	are	defined	by	 the	
IEEE	 802.15.4	 standard,	 while	 the	 rest	 of	 the	 stack	 is	 defined	 by	 the	 ZigBee	 specification.	 ZigBee	 Home	
Automation	is	a	new	profile	to	create	smarter	homes	that	enhance	the	comfort,	convenience,	security	and	
energy	management	for	the	consumer	and	it	adds	several	important	features	that	improve	the	battery	life	
for	 smart	 sensors	 and	 simplify	 installation	 and	maintenance	 for	 consumers	 and	 custom	 installers.	 These	
features	 have	 a	 significant	 impact	 on	 operational	 and	 device	 costs	 to	 service	 providers	 and	 quality	 of	
service	to	consumers.	

The	UINBO	ZigBee	PRO	smart	meter,	with	Home	Autometion	profile,	samples	the	current	and	the	voltage	
waveforms	and	provides	the	following	parameters:	RMS	current,	RSM	voltage	and	power	factor.	These	data	
are,	then,	transmitted	through	the	ZigBee	PRO	protocol.	The	total	amount	of	the	data	is	equal	to	94	byte	
and	they	are	sent	by	using	two	ZigBee	PRO	packets.	

The	 first	packet	contains	60	byte	of	payload,	where	40	byte	are	 related	 to	 the	current	waveform	and	20	
byte	are	related	to	the	voltage	waveform.	The	second	one	contains	the	remaining	20	byte	of	the	voltage	
waveform	and	the	RMS	current	(2	byte),	the	RMS	voltage	(2	byte),	the	voltage	across	the	microcontroller	
Vcc	(	2	byte)	and,	finally,	the	power	factor	(4	byte).	The	use	of	a	multi-packet	solution	is	because	payload	
length	 cannot	 exceed	 60	 byte	 due	 to	 the	 configuration	 of	 the	 network	 with	 this	 specific	 Gateway.	
Moreover,	 we	 decided	 to	 not	 use	 the	 ZigBee	 PRO	 automatic	 fragmentation	 and	 to	 perform	 a	 highlevel	
check	for	the	correct	reception	of	the	packets.	On	the	gateway,	we	have	implemented	a	Java	multiplatform	
software	WiStation,	which	is	able	to	run	over	every	machine	(e.g.	Windows,	Linux,	Beaglebone,	Raspberry	
Pi,	Android	devices)	and	 it	acts	as	a	control	station	anf	forward	Data	to	Flexmeter	cloud	according	to	the	
Data	Format	Defined	within	the	consortium.		

This	software	communicates	with	the	FlexKey	ZigBee	PRO	gateway	through	a	USB	virtual	serial	port	and	it	
allows	 the	 end-user	 to	 setup,	 to	 connect	 and	 to	 configure	 the	 ZigBee	 network.	 Moreover,	 it	 performs	
packet	check	and	it	is	able	to	alert	with	notification	in	case	of	lost	packets/nodes.		

	

1.4	Gateway-device	communication		
In	 Flexmeter	 platform,	 the	 data	 communication	 from	 smart	meters	 (or	 devices)	 to	 the	 cloud	 is	 a	 crucial	
task.	To	achieve	this,	smart	meters	share	the	internet	connection	through	a	gateways	deployed	in	buildings	
and	MV/LV	 substations.	 Each	 gateway	 includes	 a	GPRS	or	 3G	modem	with	 an	 embedded	programmable	
CPU.	An	ad-hoc	software	has	been	developed	to	execute	the	following	activities:	i)	retrieve	data	from	smart	
meters	exploiting	their	low-level	protocol	protocols;	ii)	manage	internet	communication,	iii)	send	collected	
data	to	remote	Flexmeter	cloud.	

During	the	project,	we	enabled	the	communication	between	the	gateway	and	different	meters	to	monitor	
water,	heating	and	electricity	(in	MV/LV	substations	and	costumer	premesis).	Error!	Reference	source	not	
found.	 provides	 an	overview	of	 the	meters	 integrated	 in	 the	project	 (more	details	 are	 given	 in	D2.1).	 In	
Turing	pilot,	gateways	have	been	developed	to	integrate	the	following	protocols:	

• M-Bus	both	wired	and	wired	for	water	and	heating	meters	respectively;	
• G3-PLC	 Powerline	 for	 3-phases	 and	 mono-phase	 electricity	 meters	 to	 be	 deployed	 at	 MV/LV	

substations;	
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• Wi-Fi	IEEE	802.11	for	mono-phase	electricity	meters	to	be	deployed	at	costumer	premises	(home).	

In	Malmoe	pilot,	gateways	have	been	developed	to	integrate	the	following	protocols:	

• M-Bus	for	heating	meters;	
• IEC62056-21	over	ANSI-C12.18	for	electricity	meter	deployed	at	MV/LV	substations;	
• Wi-Fi	IEEE	802.11	for	mono-phase	electricity	meters	to	be	deployed	at	costumer	premises	(home);	
• IEEE	802.15.4	11	for	mono-phase	electricity	meters	to	be	deployed	at	costumer	premises	(home).	

	

Turin	pilot	
Device	 Protocol	 Sampling	Rate	

Water	meter	 M-Bus	with	868	MHz	radio	interface	 5	min	
Heating	meter	 M-Bus	 5	min	

Electricity	meter	(substation)	 G3-PLC	Powerline	 1	s	or	5	min	
Electricity	meter	(customer	home)	 Wi-Fi	IEEE	802.11	/	ZigBee	 1	s	

Malmoe	pilot	
Heating	meter	 M-Bus	 10	s	

Electricity	meter	(substation)	 IEC62056-21	over	ANSI-C12.18		 10	s	
Electricity	meter	(customer	home)	 IEEE	802.15.4	 10	s	
Electricity	meter	(customer	home)	 Wi-Fi	/	ZigBee	 1	s	

	

Table	1:	Integrated	Smart	Meters.	
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2.	IoT	protocols	in	energy		efficiency	applications	
	

This	section	has	the	objective	of	summarising	some	of	the	most	popular	transport	protocols	(such	as	CoAP,	
XMPP,	MQTT,	REST,..)	used	for	energy	efficiency	applications	and	giving	pros	and	cons.	

Different	groups	[1,2]	have	been	created	to	provide	protocols	in	support	of	the	IoT	including	efforts	led	by	
the	World	Wide	Web	 Consortium	 (W3C),	 Internet	 Engineering	 Task	 Force	 (IETF),	 EPCglobal,	 Institute	 of	
Electrical	and	Electronics	Engineers	(IEEE)	and	the	European	Telecommunications	Standards	Institute	(ETSI)	
and	3GPP.	

	

Figure	4:	some	of	the	main	IoT	protocols	in	the	OSI	stack	layers.	

	

Figure	 ,	provides	a	 summary	of	some	of	 the	most	prominent	protocols	defined	by	 these	groups	 for	each	
layer	of	the	OSi	stack.	The	analysis	of	the	state	of	the	art	of	these	protocols,	was	in	particular	aiming	at	the	
top	layer	of	the	presented	stack	(APPLICATION	and	DATA	LAYER),	They	are	application	layer	protocols	that	
are	 used	 to	 update	 online	 servers	 with	 the	 latest	 end-device	 values	 but	 also	 to	 carry	 commands	 from	
applications	to	the	end-device.	

The	application	and	data	layer	that	were	taken	into	account	for	this	analysis	are:	

• CoAp	
• MQTT	
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• XMPP	
• HTTP	REST	
• DDS	
• AMQP		
• WebSocket	

In	Annex	A		a	short	description	of	all	those	protocols	and	of	their	main	characteristics	has	been	reported		

	
	
	
	
2.1	Comparison	and	Flexmeter	selected	approach		
	
In	 the	 above	 sub-chapters	 seven	 protocols	 have	 been	 analysed	 in	 order	 to	 show	 how	 they	 handle	 the	
communication	between	the	gateways,	the	public	Internet,	and	the	final	applications.	As	well	known,	each	
protocol	has	its	advantages	and	disadvantages	when	it	comes	to	IoT.	Choosing	the	right	real-time	protocol	
depends	 largely	on	 the	planned	application.	So,	 in	 this	 sub-chapter,	a	 comparison	will	be	made	between	
them,	keeping	in	mind	that	the	FLEXMETER	architectural	context	is	the	goal.	
	

Protocol	 Advantages	 Disadvantages	
CoAP	 CoAP	 is	 a	 protocol	 specifically	 developed	

for	 resource-constrained	 devices.	 It	 uses	
UDP	 instead	 of	 TCP,	 and	 developers	 can	
work	 with	 CoAP	 the	 same	way	 they	 work	
with	REST-based	APIs.	Since	it	uses	minimal	
resources,	it	is	a	good	option	or	low-power	
sensors.	 Since	 it	 uses	UDP,	 it	 also	 can	 run	
on	 top	 of	 packet-based	 technologies	 such	
as	 SMS,	 and	 messages	 can	 be	 marked	
confirmable	 or	 non-confirmable	 to	 work	
with	 QoS.	 Datagram	 Transport	 Layer	
Security	(DTLS)	can	be	used	for	encryption.	

The	downside	of	CoAP	is	that	it	is	a	one-to-
one	protocol,	so	broadcast	capabilities	are	
not	native	to	the	protocol.	
No	built-in	security	mechanisms	
DTLS	handshakes	make	the	communication	
heavier	both	in	terms	of	computation	and	
of	energy	requirements	

MQTT	 The	 major	 advantages	 of	 MQTT	 are	 the	
publish-subscribe	 message	 queue	 and	 the	
many-to-many	 broadcast	 capabilities.	
Using	a	long-lived	outgoing	TCP	connection	
to	 the	MQTT	broker,	 sending	messages	 of	
limited	bandwidth	back	and	forth	is	simple	
and	 straightforward.	 It	 is	 therefore	
indicated	 in	 the	 negotiations	 involving	
more	 players	 in	 the	 market,	 such	 as	 the	
energy	demand	response.	
	

The	 downside	 of	 having	 an	 always-on	
connection	 is	 that	 it	 limits	 the	 amount	 of	
time	 the	 devices	 can	 be	 put	 to	 sleep.	
Fortunately,	 if	 the	 device	 mostly	 sleeps,	
then	 another	MQTT	protocol	 can	 be	 used:	
MQTT-S,	which	works	with	UDP	 instead	of	
TCP.	
	

XMPP	 XMPP	 is	 a	 TCP	 protocol	 based	 on	 XML.	 It	
enables	 the	 exchange	 of	 structured	 data	
between	 two	 or	more	 connected	 entities,	
and	 out	 of	 the	 box	 it	 supports	 presence	
and	 contact	 list	 maintenance	 (since	 it	
started	as	a	chat	protocol).	Because	of	the	
open	 nature	 of	 XML,	 XMPP	 can	 be	 easily	

The	 downsides	 of	 XMPP	 for	 IoT	 is	 that	 it	
lacks	end-to-end	encryption.	It	also	doesn’t	
have	quality-of-service	 functionality,	which	
can	 be	 a	 real	 deal-breaker	 depending	 on	
the	application.	
The	 use	 of	 XML	 makes	 heavier	 payloads	
and	 requires	 higher	 computational	
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extended	 to	 include	 publish-subscribe	
systems,	 making	 it	 a	 good	 choice	 for	
information	 that	 is	 handed	 to	 a	 central	
server	 and	 then	 distributed	 to	 numerous	
IoT	devices	at	once.	It	is	decentralized,	and	
authentication	 can	 be	 built	 in	 by	 using	 a	
centralized	XMPP	server.	

resources	 (and	 hence	 increasing	 power	
consumption)	due	to	XML	parsing	need	

HTTP	REST	 REST	 is	 supported	 by	 all	 the	 commercial	
M2M	cloud	platforms.	Moreover	 it	 can	be	
implemented	 in	 smartphone	 and	 tablet	
applications	easily	because	it	only	requires	
an	HTTP	library	which	is	available	for	all	the	
Operative	 Systems	 (OS)	 distributions.	 The	
features	of	HTTP	can	be	completely	utilized	
in	 the	REST	architecture	 including	cashing,	
authentication,	 and	 content	 type	
negotiation.	

Even	though	REST	is	already	used	widely	in	
commercial	 M2M	 platforms,	 it	 is	 unlikely	
that	 it	 will	 become	 a	 dominant	 protocol	
due	 to	 not	 being	 easily	 implementable.	 It	
uses	 HTTP	 which	 means	 no	 compatibility	
with	 constrained-communication	 devices.	
This	leaves	its	use	for	final	applications.	

DDS		 DDS	 relies	 on	 a	 broker-less	 architecture	
and	 uses	 multicasting	 to	 bring	 excellent	
Quality	of	Service	(QoS)	and	high	reliability	
to	its	applications.	
Its	 broker-less	 publish-subscribe	
architecture	 suits	 well	 to	 the	 real-time	
constraints	 for	 IoT	 and	 M2M	
communications.	

DDS	 is	 not	 well	 suited	 to	 request-reply	
services,	 file	 transfer,	 &	 transaction	
processing.	 The	data-distribution	paradigm	
is	 not	 optimized	 for	 sending	 a	 request	 &	
waiting	 for	 a	 reply.	 Implementations	 don’t	
yet	 cover	 the	 entire	 spec.	 Lack	 of	
interoperability	between	different	vendor’s	
implementations.	

AMQP	 Two	of	the	most	 important	reasons	to	use	
AMQP	 are	 reliability	 and	 interoperability.	
AMQP	 provides	 a	 wide	 range	 of	 features	
related	 to	 messaging,	 including	 reliable	
queuing,	 topic-based	 publish-and-
subscribe	 messaging,	 flexible	 routing,	
transactions,	and	security.	

No	 routing	 syntax.	 It	 can	 only	 address	
entities	 at	 the	 other	 end	 of	 the	 line,	 it	 is	
therefore	very	unlikely	to	find	a	syntactical	
solution	 to	 introduce	 multicasting	 into	
AMQP.	 Moreover,	 AMQP	 has	 strict	 data	
types.	

WebSocket		 The	 three	 major	 benefits	 to	 using	 Web-
Sockets	are:		
-	Efficient	low-latency	and	high-throughput	
transport.	
-	Now	supported	in	all	modern	browsers.	
-	 Very	 easy	 API	 -	 can	 make	 an	 app	 in	 an	
hour.	

Even	when	supported	in	browser,	there	are	
many	 restrictive	 proxies	 and	 similar	 in	 the	
wild	 that	 don't	 support	 WebSockets	 or	
which	 close	 connections	 after	 some	 short	
time	regardless	of	ping	activity.		

	

Table	1:	FLEXMETER	candidate	protocols.	

	
Conclusions:	The	comparison	shown	in	Table	1	shows	that	no	single	protocol	is	superior	in	all	aspects.	This	
analysis	 and	 comparison	 has	 shown,	 	 however,	 that	 MQTT	 outperforms	 the	 rest	 when	 used	 in	 the	
negotiations	involving	more	players	in	the	market,	such	as	the	energy	demand	response	scenario	involved	
in	 FLEXMETER.	 Some	 protocols	 are	more	 energy	 efficient	 but	 since	 gateway	 in	 the	 FM	 architecture	 are	
mains	powered,	 this	 is	not	an	 issue.	Furthermore	the	 low	 implementation	complexity	and	 its	widespread	
community	of	users	and	of	supporting	tools	enables	an	easier	deployment	on	gateways	and	systems.	For	
those	 reasons	 reason,	 taking	 into	 account	 the	demonstrator	 requirements	described	 in	 FLEXMETER	WP4	
“Smart	meter	services	and	data	management”,	MQTT	protocol	has	been	selected.	
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3.	Data	models	and	interaction	frameworks	in	energy		efficiency	
applications	
	

Many	different	approaches	are	used	in	the	state	of	the	art	landscape	for	modelling	and	facilitate	interaction	
among	 systems	and	devices	 in	energy	efficiency	applications	 (such	as	USEF,	DLMS,	OpenADR,	OpenFMB,	
OASIS,	 NAESB,	 UCAlug,	 SEP).	 In	 Annex	 B	 some	 of	 them	 have	 been	 analysed	 and	 described	 in	 order	 to	
compare	them	according	to	Flexmeter	requirements.	

The	 analysis	 has	 been	 focused	 on	 very	 different	 type	 of	 approaches	 ranging	 from	 classical	 Demand	
Response	specific	frameworks	(such	as	OpenADR),	to	“middleware”	solutions	to	facilitate	the	integration	of	
distributed	grid	devices	and	 systems	 	 (OpenFMB),	 to	European	projects	 for	prosumer	home	and	building	
grid	integration,	to	generic	IoT	platforms	and	data	modelling	(SiteWhere).	

	

3.1	Comparison	and	Flexmeter	selected	approach		
	
As	 already	 done	 for	 the	 IoT	 protocols,	 in	 the	 above	 sub-chapters	 five	 different	 data	 modelling	 and	
frameworks	have	been	analyzed	 in	order	to	show	how	they	handle	the	 interaction	for	Demand-Response	
implementation	and	other	type	o	interactions	on	Energy	Gateways.	As	well	known,	each	frameworks	has	its	
advantages	and	disadvantages.	Choosing	the	right	framework	depends	largely	on	the	planned	application.	
So,	 in	 this	 sub-chapter,	 a	 comparison	will	 be	made	between	 them,	 keeping	 in	mind	 that	 the	FLEXMETER	
architectural	context	is	the	goal.	

Framework	 Main	characteristics	and	pros	
USEF	 with	
OS4ES	

A	 clear	 and	 transparent	 conceptual	 framework,	 describing	 roles,	 interactions	between	
roles,	 processes	 and	message	 definitions.	 This	 provides	 guidance	 in	 discussions	 about	
future	markets.	USEF	in	combination	with	Open	Services	for	Energy	Systems	(OS4ES)	can		
facilitates	 the	 identification,	 aggregation	 and	 use	 of	 flexibility	 for	 maintaining	 grid	
stability	and	generate	benefits	for	all	stakeholders	involved.	

OpenADR	 It	provides	a	standardized	DR	communications	and	signalling	infrastructure	using	open,	
non-proprietary,	 industry-approved	 data	 models	 that	 can	 be	 implemented	 for	 both	
dynamic	 prices	 and	 DR	 emergency	 or	 reliability	 events.	 OpenADR	 also	 provides	 open	
communications	 interfaces	 and	 protocols	 that	 are	 flexible,	 platform-independent,	
interoperable,	and	transparent	to	end-to-end	technologies	and	software	systems.	

OpenFMB	 OpenFMB	provides	 accurate	 control	 and	alleviates	 intermittency	of	 distributed	energy	
resources.	 It	 also	 provides	 the	 ability	 to	 scale	 independently,	 as	 needed,	 without	
needing	 a	 system	wide	 rollout.	Moreover	OpenFMB	 takes	 cost	 out	 of	 the	business	 by	
reducing	 integration	 time	and	effort	 and,	 last	 but	not	 the	 least,	 it	 gives	more	 security	
because	a	distributed	grid	is	more	resilient	and	can	be	made	more	secure.	

INTrEPID	 It	has	been	specifically	developed	in	order	to	enable	energy	optimization	of	residential	
buildings,	both	performing	an	optimal	control	of	internal	sub-systems	within	a	home	as	
well	 as	 providing	 advanced	 mechanisms	 for	 effective	 interaction	 with	 the	 external	
world,	 including	 other	 buildings,	 local	 producers,	 electricity	 distributors,	 thus	 enabling	
energy	 exchange	 capabilities	 at	 district	 level.	 INTrEPID	 allows	 an	 energy	 optimization	
through	the	development	
of	 its	 three	 technological	 components	 (Indoor	 Home	 networks,	 Supervisory	 control	
strategies	and	Energy	Brokerage).	

SiteWhere	 Devices	can	be	assigned	to	physical	or	logical	assets	via	pluggable,	commercial,	off-the-
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shelf	modules.	 SiteWhere	 supports	 numerous	 protocols,	 such	 as	MQTT,	 JSON,	 AMQP,	
XMPP,	Stomp,	JMS,	and	WebSockets,	while	providing	published	APIs.	Event	data	can	be	
stored	in	the	cloud	or	on	local	servers.	The	solution	is	fault	tolerant,	scalable,	and	cost	
efficient.	 Communication	 with	 devices	 is	 bidirectional	 and	 asynchronous.	 This	 allows	
SiteWhere	 to	manage	 solutions	 that	 require	 very	 large	 numbers	 of	 devices	 and	 event	
cycles.	 SiteWhere	 provides	 interfaces	 for	 customized	 event	 triggering,	 searching,	 and	
analytics,	 as	 well	 as	 out-of-the-box	 support	 for	 rapidly	 integrating	 customized	 device	
data	into	other	platforms.	

	

Table	2:	FLEXMETER	candidate	frameworks.	

	

Conclusions:	 the	comparison	shown	 in	Table	2	 shown	that	no	single	 framework	 is	superior	 in	all	aspects.	
Some	DR	interaction	models	are	well	established	and	popular	(in	particular	in	the	US)	even	if	the	number	of	
appliances	 integrating	 it	 is	 quite	 limited,	 but	 it	was	preferred	 to	 choose	 and	approach	 that	will	 limit	 the	
integration	effort	at	all	levels	(meters,	gateways,	systems),	that	is	open	to	a	number	of	different	players	in	
the	market	 that	 need	 to	 interact	 and	 open	 also	 to	 a	more	 generic	 IoT	 landscape	where	 generic	 devices	
could	be	integrated	with	the	FM	energy	application	environment.	,According	to	those	requirements	it	was	
decided	 that	 the	 most	 suitable	 approach	 to	 target	 the	 demonstrator	 described	 in	 FLEXMETER	 was	 to	
choose	 a	 generic	middleware	 implementation	 (SiteWhere)	 allowing	 easy	 integration	 and	 simplified	 data	
modelling	(Json	objects)	in	the	same	philosophy	of	the	Intrepid	Project.	

	

4.	Gateway-Control	Center	communication	implementation		
	

According	to	what	has	been	described	in	the	previous	sections,	the	gateway-control	center	communication	
protocol	 that	 Flexmeter	 proposes	 is	 based	 on	 the	 components	 described	 in	 Figure	 4.1	 (in	 particular	 for	
Applications	and	Data	Layer.	

	

Figure	5:	Flexmeter	gateways	OSI	stack	layers	components.	
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Data	 Link	 layer	 can	 be	 either	mobile	 connection	 (3G/GPRS/4G)	 in	 case	 of	 physical	 gateways	 (Ennova)	 or	
broadbad	wired	connections	(in	case	of	“virtual”	gateways	such	as	EON	and	Iren	central	systems).	

The	approach	is	based	on	the	MQTT	publish/subscribe	mechanism,	where	different	JSon	bodies	(according	
to	a	predefined	simplified	data	model)	are	published	to	interconnect	gateways	to	the	FM	infrastructure.	

In	Figure	20,	a	simplified	schema	(showing	only		the	“upstream”	side)	of	the	selected	approach	is	presented		

		

Figure	6:	Flexmeter	gateway	communication	schema	

	

The	different	FM	Gateways	are	connected	to	the	rest	of	the	FM	architecture	through	an	MQTT	broker,	so	
the	 communication	of	 the	 gateways	will	 be	based	on	 the	publish/subscribe	method;	 for	 example	 if	 a	 an	
electricity	meter	need	 to	 send	 the	measurements	data	 towards	 the	FM	cloud,	 it	publishes	 the	data	on	a	
specific	 topic,	 through	 an	 MQTT	 connection	 including	 as	 body	 of	 the	 publish	 message,	 a	 Json	 file	 that	
includes	all	the	measurement	data.	The	IoT	platform	(Sitewhere)	subscribed	to	a	set	of	predefined	topic	on	
the	same	MQTT	broker,	receives	the	notification	of	the	published	data	and	make	them	available	to	the	FM	
cloud	services,	through	a	set	of	REST	APIs.	

The	Json	body	that	can	be	sent/received	can	be	of	three	different	types:	

• Device	Measurements	
• Device	Alerts	
• Commands/Aknowledge	

The	different	types	of	measurements,	alarms	and	commands	that	can	be	exchanged	among	the	FM	devices	
and	the	FM	Cloud	through	FM	gateways,	has	been	defined;	as	an	example,	the	following	Json	represents	
the	body	of	a	publish	message	sent	by	an	electricity	meter	and	forwarded	through	the	gateway	to	the	FM	
infrastructure,	where	:	

• hardwareID	:	uniquely	identifies	the		device	is	generating	events.	
• type	:	is	the	type	of	request	for	the	device.	It	indicates	how	the	data	in	the	request	section	should	

be	interpreted	
• measuremens:		one	or	more	measurements,	each	with	a	unique	identifier	and	numeric	value,	this	

case	power	active	consumed	and	total	
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In	order	to	implement	this	type	of	communication	model	within	the	FM	gateways,	an	software	component	
should	 be	 integrated	 into	 the	 gateway	 architecture;	 this	 software	 element	 is	 	 made	 of	 two	 software	
components		:	

Adapter	–	which	has	to	adapt	the	data	format	used	by	the	gateway	to	the	FM	format;	this	component	has	a	
Data	Base	 listener	 (in	 case	 the	 gateway	 is	 the	DSO	 central	 system)	 in	 order	 to	 prepare	 the	 sending	 of	 a	
message	 every	 time	 the	DB	 is	 updated	with	 data	 coming	 from	 the	 field	 and	 assign	 the	 correct	 Id	 to	 the	
device	sending	the	data	according	to	the	FM	identification	schema.		

Wrapper	 –	 Since	 the	 described	 architecture	 uses	MQTT	with	 JSON	 payloads,	 the	 wrapper	 has	 to	 be	 an	
MQTT	client	connected	to	Mosquitto	broker,	using	single	record	/	batch	messages	publishing	to	different	
topics.	

	

Figure	7:	Flexmeter	gateway	communication	schema	
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Those	Adapters	and	Wrappers	are	 integrated	 in	the	physical	 (Ennova	and	UniBO)	and	“virtual”	(E.ON	and	
Iren	DataBases)	FM	gateways	as	shown	in	the	red	circles	in	Figure	21	

	
	

	

	

5.	Communication	protocol	and	architecture	validation		
	

In	this	section,	some	initial	results	concerning	the	simulation	and	validation	of	the	Flexmeter	recommended	
data	modelling	and	communication	protocols	is	giveb	in	terms	of	communication	network	performances.		

Different	 type	of	validation	activities	have	been	made	 in	order	 to	verify	 the	 sustainability	of	 the	selected	
gateway-control	center	communication	architecture	and	protocol:	

• Data	Model	validation	
• Link	stability	evaluation	
• Considerations	on	latency		

	

5.1	Validation	Environment		
	

In	order	to	perform	the	validation	activities	a	validation	environment	has	been	set-up.	

The	environment	includes	an	MQTT	emulator	(MQTT	FX	has	been	used)	in	order	to	simulate	the	gateways	
interacting	with	the	FM	Cloud;	on	this	emulator	different	 javascripts	have	been	built	 in	order	 to	emulate	
the	 different	 type	 of	 messages	 to	 be	 exchanged	 and	 the	 different	 communication	 profiles	 to	 be	
implemented.	 	 The	 communication	 profiles	 have	 emulating	 changing	 the	 different	 parameters	 such	 as	
frequency	of	transmission,	number	of	messages	and	single	vs	batch	packets.	
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Figure	8:	Flexmeter	gateway	emulation	set-up	

The	machine	using	the	MQTT	emulator	connects	to	the	MQTT	Mosquitto	Broker	on	a	3G	mobile	 internet	
connection;	mobile	connection	has	been	used	to	better	reflect	the	real	situation	since	the	least	performant	
connection	 between	 gateways	 and	 central	 system	 will	 be	 the	 Ennova	 gateway	 using	 3G	 module	
communication	(the	EON	and	Iren	DB	are	connected	through	performant	wired	broadband	connections).	

Mosquitto	MQTT	Broker	is	installed	on	a	different	machine	on	a	different	site	again	to	represent	better	the	
real	FM	environment;	on	the	same	site,	 the	test	SiteWhere	 instance	 is	deployed	 interfacing	to	the	MQTT	
broker	and	making	data	available	to	FM	cloud	through	REST	APIs	and	a	Web	GUI	console.	

	

5.2	Data	Model	Validation		
	

As	mentioned	early,	each	Flexmeter	Gateway	wether	it	is	a	virtual	gateway	(a	server	system)	or	a	physical	
gateway,	 communicates	 toward	 the	 FM	 cloud	 through	 an	MQTT	 connection;	 the	 set	 of	 communication	
messages	comprise:	

• Periodic	 communication	 (typically	metering	 data	 uploaded	 from	 the	meters	 towards	 the	 central	
systems)	

• Event	specific	communication	(e.g.	alarms	from	field	devices)	
• Commands	(from	the	central	systems	towards	meters	and	field	devices)	

Periodic	 communication	 can	be	either	 single	data	 transmission	 (single	metering	data)	or	batch	data	 (e.g.	
collection	of	data	from	a	single	meter	sampled	over	a	specific	period	of	time).	

In	 order	 to	 normalise	 the	 data	 communication	 packets	 across	 the	multiple	meter	 types	 and	 application	
protocols,	 a	 complete	 set	 of	 Json	 data	 packet	 has	 been	 defined,	 covering	 the	 different	 types	 of	
communication	messages	exchanged	between	the	devices	and	the	central	system.	
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Another	important	aspect	concerning	the	communication	profile	is	the	frequency	of	transmission	from	the	
gateway	which	 impact	on	 the	 traffic	 that	 the	MQTT	broker	has	 to	manage	 together	with	 the	number	of	
gateways	connecting	to	the	FM	infrastructure.	

The	 complete	 set	of	data	packet	 communication	between	 the	gateway	and	 the	 central	 system	has	been	
defined	for	each	of	the	FM	gateways;	in	the	following	table	this	data	sets	are	presented.	

	

Type	 Domain	 Descrip
tion	

Measurement	Types	 Batch	
(Y/N)	

Upload/	
Download	

Frequency	

Measur
e	

Electricity	 Energy	
from	 an	
apartm
ent	

electricity.energy.active.consumed.total	
electricity.energy.active.injected.total	
electricity.voltage.rms.l1(|l2|l3)	
electricity.power.active.consumed.l1(|l2|l3
)	

Y	 (10	
second
s	
values)	

Upload	 Every	 3-5	
minutes	

Measur
e	

Electricity	 Energy	
from	
the	
MV/LV	
substati
ons	

electricity.energy.reactive.consumed.total	
electricity.energy.reactive.injected.total	
electricity.power.active.consumed.total	
electricity.power.active.injected.total	
electricity.power.reactive.consumed.total	

N	 Upload	 Every	10	seconds	

Measur
e	

District	
heating	

Energy	
from	
the	
building	

heating.energy	
heating.power	
heating.volume	
heating.temp.primary.inlet	
heating.temp.secondary.inlet	
heating.flowrate	

N	 Upload	 Every	1	minute	

Alarm	 Electricity	 Alarms	
from	
the	
apartm
ent	
meters	

l1.phase.fail	
l2.phase.fail	
l3.phase.fail	
tamper.detect	
magnetic.dc.field.detected	
disconnector.state	
disconnector.tamper.detected	

N	 Upload	 1	 every	 1	 year	
(estimation)	
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Alarm	 Electricity	 Alarms	
from	
the	
substai
on	
meters	

l1.sag	
l2.sag	
l3.sag	
l1.surge	
l2.surge	
l3.surge	
l1.over.current	
l2.over.current	
l3.over.current	
l1.phase.loss	
l2.phase.loss	
l3.phase.loss	
ram.faliure	
rom.faliure	
non.volatile.memory.failure	
clock.error	
measurement.error	
low.battery	
low.loss.potential	
demand.overload	
power.failure	
cover.removed	
reverse.energy	
data.backup.incompleated	
selfread.occured	
control.relay.open	
phase.loss	
phase.inversion	
plc.config.faliure	
general.error	
invalid.password	
remote.communication.inactive	
current.missing.unused.phase	

N	 Upload	 	

Table	6.1	–	EON	DB	Gateway	communication	profile	

	

	

	

	

Type	 Domain	 Description	 Measurement	Types	 Batch	
(Y/N)	

Upload/Dow
nload	

Freq	

Measur
e	

Electricit
y	

ST	 	 COMET	 	 Single	
Phase	

electricity.energy.active.consumed.total	
electricity.energy.reactive.consumed.total	
electricity.voltage.rms.l1	
electricity.power.active.consumed.total	
electricity.energy.apparent.total	
electricity.power.reactive.consumed.total	
electricity.power.apparent.total	
electricity.voltage.instant.l1	
electricity.voltage.phase.l1	
electricity.frequency	

N	 Upload	 20	
Every	
20	
second
s	
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Measur
e	

Electricit
y	

ST	COMET	Three	Phase	 electricity.power.active.consumed.l1	
electricity.power.active.consumed.l2	
electricity.power.active.consumed.l3				
electricity.power.active.consumed.total				
electricity.power.reactive.consumed.l1		
electricity.power.reactive.consumed.l2			
electricity.power.reactive.consumed.l3			
electricity.power.reactive.consumed.total			
electricity.power.apparent.l1		
electricity.power.apparent.l2		
electricity.power.apparent.l3				
electricity.power.apparent.total			
electricity.energy.active.consumed.l1	
electricity.energy.active.consumed.l2	
electricity.energy.active.consumed.l3	
electricity.energy.active.consumed.total		
electricity.energy.reactive.consumed.l1	
electricity.energy.reactive.consumed.l2	
electricity.energy.reactive.consumed.l3			
electricity.energy.reactive.consumed.total	
electricity.energy.apparent.l1		
electricity.energy.apparent.l2			
electricity.energy.apparent.l3				
electricity.energy.apparent.total				
electricity.current.rms.l1	
electricity.current.rms.l2		
electricity.current.rms.l3	
electricity.voltage.rms.l1		
electricity.voltage.rms.l2		
electricity.voltage.rms.l3		
electricity.current.phase.l1	
electricity.current.phase.l2		
electricity.current.phase.l3					
electricity.frequency	

N	 Upload	 20	
Every	
20	
second
s	

Measur
e	

Heating	 IREN	 district	 heating	
Meter	

heating.temp.primary.inlet	
heating.temp.primary.outlet	
heating.energy	
heating.flowrate	
heating.power	
heating.volume	

N	 Upload	 1	Every	
5	
minute
s	

Measur
e	

Electricit
y	

IREN_electric_standard
_meter	

electricity.energy.active.consumed.total	
electricity.energy.reactive.consumed.total	
electricity.voltage.rms.l1	
electricity.power.active.consumed.total	
electricity.energy.apparent.total	
electricity.power.reactive.consumed.total	
electricity.power.apparent.total	
electricity.voltage.instant.l1	
electricity.voltage.phase.l1	
electricity.frequency	

Y	 Upload	 96	
every	
Day	

Measur
e	

Water	 IREN	water	meter	 water.flowrate	
water.volume	

N	 Upload	 1	Every	
hour	

Measur
e	

Electricit
y	

IREN_blink_detector	 electricity.energy.blink	
electricity.power.active.consumed.total	

N	 Upload	 Some	
every	
minute	
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Measur
e	

Electricit
y	

ST	COMET	Three	Phase	 electricity.power.active.consumed.l1	
electricity.power.active.consumed.l2	
electricity.power.active.consumed.l3				
electricity.power.active.consumed.total				
electricity.power.reactive.consumed.l1		
electricity.power.reactive.consumed.l2			
electricity.power.reactive.consumed.l3			
electricity.power.reactive.consumed.total			
electricity.power.apparent.l1		
electricity.power.apparent.l2		
electricity.power.apparent.l3				
electricity.power.apparent.total			
electricity.energy.active.consumed.l1	
electricity.energy.active.consumed.l2	
electricity.energy.active.consumed.l3	
electricity.energy.active.consumed.total		
electricity.energy.reactive.consumed.l1	
electricity.energy.reactive.consumed.l2	
electricity.energy.reactive.consumed.l3			
electricity.energy.reactive.consumed.total	
electricity.energy.apparent.l1		
electricity.energy.apparent.l2			
electricity.energy.apparent.l3				
electricity.energy.apparent.total				
electricity.current.rms.l1	
electricity.current.rms.l2		
electricity.current.rms.l3	
electricity.voltage.rms.l1		
electricity.voltage.rms.l2		
electricity.voltage.rms.l3		
electricity.current.phase.l1	
electricity.current.phase.l2		
electricity.current.phase.l3					
electricity.frequency	

N	 Upload	 20	
Every	
20	
second
s	

Table	6.2	–	Iren	DB	Gateway	communication	profile	

	

	

	

	

Type	 Domain	 Description	 Measurement	Types	 Batch	
(Y/N)	

Upload/Download	 Frequenc
y	

Measure	 Electricit
y	

IREN_blink_detecto
r	

electricity.energy.blink	
electricity.power.active.consumed.tot
al	

N	 Upload	 Some	
every	
minute	

Measure	 Electricit
y	

Midori	Smart	Meter	

electricity.power.active.consumed.l1	
electricity.power.reactive.consumed.l
1	
electricity.instantaneous.rms.volatge.l
1	
electricity.instantaneous.rms.current.l
1	 N	 Upload	

20	 Every	
20	
seconds	

Table	6.3	–	Ennova	Gateway	communication	profile	
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Type	 Domain	 Description	 Measurement	Types	 Batch	
(Y/N)	

Upload/Download	 Frequency	

Measure	 Electricity	 Single	 Electricity	 Meter	
measurement	

	
electricity.current.rms.l1	

N	 Upload	 from	 every	
second		
to	 every	
minute	

Table	6.4	–	UniBO	Gateway	communication	profile	

	

Through	a	set	of	API	REST	on	the	IoT	platform	user	 interface,	 it	has	been	successfully	verified	that	all	the	
data	 exchanged	 through	 the	 gateways,	 was	 correctly	 published	 and	 made	 available	 to	 the	 FM	 central	
system	according	to	the	following	schema:	

	

	

5.2	Link	Quality	and	Stability	Evaluation		
	

The	 goal	 of	 these	 tests	was	 to	 evaluate	 the	 link	 robustness	 (packet	 loss)	 and	 to	 verify	 that	 the	 selected	
approach	doesn’t	 create	bottlenecks	 in	 the	communication.	The	MQTT	client	emulator	has	been	used	 to	
simulate	 the	 normal	 operation	 Flexmeter	 working	 scenario	 (according	 to	 communication	 requirements	
described	 in	 [20]	 and	 also	 stress	working	 conditions	when	massive	 (in	 terms	 of	 frequency,	 duration	 and	
size)	data	flooding	to	the	broker.	

Different	test	sessions	were	performed	in	particular	on	the	upload	side	

Test	Session	 Description	 MQTT	QoS(*)	 Packet	Loss	(%)	
Frequent	 Single	 Packet	
upload	 (severe	 traffic		
condition)	

A	sequence	of	1000	single	data	packets	
sent	from	the	client	to	the	broker	every	
5	seconds	

0	 0	

(*)	 MQTT	 has	 a	 mechanism	 to	 improve	 the	 reliability	 of	 the	 transmission	 in	 case	 of	 high	 Quality	 Of	 Service	
Requirements;	in	this	case	since	there	were	no	packet	loss,	the	basic	QoS	level	has	been	chosen	

Test	Session	 Description	 MQTT	QoS(*)	 Packet	Loss	(%)	
Very	 frequent	 Single	
Packet	 upload	 (stress	
operation)	

A	sequence	of	1000	single	data	packets	
sent	from	the	client	to	the	broker	every	
second	

0	 0	

	

Test	Session	 Description	 MQTT	QoS	 Packet	Loss	(%)	
Periodic	 Batch	 Packet	
upload	(normal	operation)	

A	 sequence	 of	 1000	 aggregated	 data	
packets	each	 including	3o	records,	 sent	
from	 the	 client	 to	 the	 broker	 every	 5	
minutes	

0	 0	
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Test	Session	 Description	 MQTT	QoS	 Packet	Loss	(%)	
Frequent	 Batch	 Packet	
upload	(stress	condition)	

A	 sequence	 of	 1000	 aggregated	 data	
packets	each	 including	3o	records,	 sent	
from	 the	 client	 to	 the	 broker	 every	 5	
second	

0	 0	

	

Test	Session	 Description	 MQTT	QoS	 Packet	Loss	(%)	
Periodic	 Batch	 Packet	
upload	 in	 a	 long	 period	
(normal	operation)	

A	 sequence	 of	 1000	 aggregated	 data	
packets	each	 including	3o	records,	 sent	
from	 the	 client	 to	 the	 broker	 every	 5	
minutes	for	12	hours	

0	 0	

	

Test	Session	 Description	 MQTT	QoS	 Packet	Loss	(%)	
Simultaneous	 multiple	
data	 packets	 sent	 to	 the	
broker	 (emulating	 either	
multiple	 gateways	 or	
multiple	 meters	
connecting	 at	 the	 same	
time)	
(severe	traffic		condition)	

A	 sequence	 of	 10	 single	 data	 packets,	
sent	from	the	client	to	the	broker	within	
1	second	

0	 0	

	

Test	Session	 Description	 MQTT	QoS	 Packet	Loss	(%)	
Simultaneous	 multiple	
data	 packets	 sent	 to	 the	
broker	 (emulating	 either	
multiple	 gateways	 or	
multiple	 meters	
connecting	 at	 the	 same	
time)	
(stress		condition)	

A	 sequence	of	 100	 single	 data	packets,	
sent	from	the	client	to	the	broker	within	
1	second	

0	 0	

	

Test	Session	 Description	 MQTT	QoS	 Packet	Loss	(%)	
Simultaneous	 multiple	
data	 packets	 sent	 to	 the	
broker	 (emulating	 either	
multiple	 gateways	 or	
multiple	 meters	
connecting	 at	 the	 same	
time)	
(extreme		condition)	

A	sequence	of	1000	single	data	packets,	
sent	from	the	client	to	the	broker	within	
1	second	

0	 0	

	

Test	Session	 Description	 MQTT	QoS	 Packet	Loss	(%)	
Simultaneous	 multiple	
data	 packets	 sent	 to	 the	
broker	 (emulating	 either	
multiple	 gateways	 or	
multiple	 meters	

A	sequence	of	5000	single	data	packets,	
sent	from	the	client	to	the	broker	within	
1	second	

0	 0	
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connecting	 at	 the	 same	
time)	
(extreme		condition)	
	

	

As	 it	 can	be	 seen	 the	 test	were	 successful	 since	no	packet	has	been	 lost	 during	 any	of	 the	 test	 sessions	
performed;	 it	 has	 to	 be	 noticed	 that	 the	 test	were	 successful	without	 the	 need	 to	 increase	 the	 level	 of	
quality	 as	 foreseen	by	MQTT	 (the	QoS	parameter)	 and	without	 the	need	 to	 cluster	 the	MQTT	broker	on	
several	machines.	

The	 stress	 conditions	were	not	 pushed	 any	 further	 for	 2	main	 reasons,	 the	 simulated	 conditions	 go	way	
further	the	most	extreme	scenario	and	requirements	of	Flexmeter	pilots	and	secondly	the	tests	would	have	
been	 affected	 more	 by	 the	 	 processing	 capabilities	 of	 the	 test	 machine	 than	 by	 the	 communication	
architecture	and	protocol.	

	

5.3	Considerations	on	latency		
	

As	 explained	 the	 main	 focus	 of	 the	 test	 sessions	 was	 to	 evaluate	 the	 stability	 of	 the	 selected	
communication	model	 for	 gateways	 towards	 the	 control	 center	 communication;	 the	 evaluation	 of	 other	
typical	network	performances	such	as	latency	is	not	significant	for	two	main	reasons:	

• In	an	end-to-end	network	performance	evaluation,	the	gateway-to	central	communication	system,	
is	not	the	most	critical	segment	since	the	most	critical	part	 is	the	device-concentrator	 	path	since	
SRD,	mesh	and	PLC	protocols	and	have	limited	bandwidth	

• In	the	gateway-to	central	communication	system,	the	physical	 layer	has	the	most	relevant	impact	
on	latency	since	very	different	physical	layers	could	be	used	ranging	from	GPRS	connections	up	to	
optical	fiber	broadband	connections.	

Nevertheless	 in	order	to	have	a	qualitative	flavour	of	 if	and	how	the	selected	publish/subscribe	approach	
affects	latency,	some	analysis	has	been	made.	

In	particular	under	severe	stress	conditions	latency	has	been	evaluated,	synchronising	(with	a	low	degree	of	
time	precision	around	500	milliseconds)	the	sending	and	the	receiving	machines;	in	the	following	table	the	
results	are	shown	

Test	Session	 Description	 Latency	
Simultaneous	 multiple	
data	 packets	 sent	 to	 the	
broker	 (emulating	 either	
multiple	 gateways	 or	
multiple	 meters	
connecting	 at	 the	 same	
time)	
(severe	traffic		condition)	

A	 sequence	 of	 10	 single	 data	 packets,	
sent	from	the	client	to	the	broker	within	
1	second	

<<500msec	

Simultaneous	 multiple	
data	 packets	 sent	 to	 the	

A	 sequence	of	 100	 single	 data	packets,	
sent	from	the	client	to	the	broker	within	

<<50msec	



FLEXMETER 646568 D2.2 Report on gateway communication  H2020-LCE-2014-3 

broker	 (emulating	 either	
multiple	 gateways	 or	
multiple	 meters	
connecting	 at	 the	 same	
time)	
(stress		condition)	

1	second	

Simultaneous	 multiple	
data	 packets	 sent	 to	 the	
broker	 (emulating	 either	
multiple	 gateways	 or	
multiple	 meters	
connecting	 at	 the	 same	
time)	
(extreme		condition)	

A	sequence	of	1000	single	data	packets,	
sent	from	the	client	to	the	broker	within	
1	second	

<<1sec	

Simultaneous	 multiple	
data	 packets	 sent	 to	 the	
broker	 (emulating	 either	
multiple	 gateways	 or	
multiple	 meters	
connecting	 at	 the	 same	
time)	
(extreme		conditions)	

A	sequence	of	5000	single	data	packets,	
sent	from	the	client	to	the	broker	within	
1	second	

<<1sec	

	

As	it	can	be	seen	the	tests	were	more	than	in	line	with	FM	requirements	in	particular	considering	that	the	
probability	of	multiple	(more	than	tenths)	simultaneous	transmissions	is	quite	low	in	the	FM	scenario	(even	
in	future	scenarios)	and		again	without	the	need	to	cluster	the	MQTT	broker	on	several	machines.			
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Annex	A	–	IoT	protocols	evaluation	
	

A.1	CoAP		
	

CoAP	 (Constrained	Application	Protocol)	 [3]	 is	a	synchronous	request/response	application	 layer	protocol	
developed	 as	 an	 Internet	 Standards	Document	 by	 IETF	 (Internet	 Engineering	 Task	 Force)	 for	 constrained	
devices.	It	uses	a	subset	of	the	HTTP	methods	keeping	interoperability	with	HTTP.		

CoAP	 runs	 over	 UDP	 (User	 Datagram	 Protocol)	 to	 keep	 the	 implementation	 lightweight	 (removing	 TCP	
overhead	and	reducing	bandwidth	requirements).	Like	HTTP,	CoAP	is	based	on	REST	model:	servers	make	
resources	 available	 on	 a	 URL,	 and	 clients	 access	 these	 resources	 using	 GET,	 PUT,	 POST,	 and	 DELETE	
methods.	Compared	to	TCP,	CoAP	supports	also	unicast	and	multicast.	In	order	to	increase	reliability,	2	bits	
are	added	in	the	header	of	each	packet	defining	the	required	level	of	QoS	(Quality	of	Service).		
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COAP	 Message	 Layer	 supports	 4	 types	 of	 messages:	 CON	 (confirmable),	 NON	 (non-confirmable),	 ACK	
(Acknowledgement),	RST	(Reset).	

For	 confirmable	messages,	 a	 Stop-and-Wait	 retransmission	mechanism	and	 a	 16-bit	 header	 field	 in	 each	
CoAP	packet	called	Message	ID	is	used	for	duplicates	detection.	

Since	CoAP	was	designed	based	on	REST,	conversion	between	the	two	protocols	using	REST-CoAP	proxies	is	
straightforward.	The	overall	functionality	of	CoAP	protocol	is	demonstrated	in	Figure	A2.	

	

Figure	A2:	CoAP	functionality	

CoAP	doesn’t	 include	built-in	 security	mechanism	so	security	 shall	be	managed	at	 lower	 level	using	DTLS	
(Datagram	 Transport	 Layer	 Security)	 over	 UDP	 providing	 authentication,	 data	 integrity,	 confidentiality,	
automatic	key	management,	and	cryptographic	algorithms.			

	

Figure	A2:	Protocol	Stack	

	

Despite	 the	 fact	 that	DTLS	 secures	UDP	exchanges,	 it	was	not	 intended	 for	 the	 IoT	 so	 some	of	 the	main	
advantages	 of	 CoAP	 can	 be	 compromised	 (DTLS	 does	 not	 support	multicast,	 which	 is	 a	 prime	 preferred	
characteristic	of	CoAP	compared	to	other	application	layer	protocols,	furthermore	DTLS	handshakes	make	
the	communication	heavier	both	in	terms	of	computation	and	of	energy	requirements).		

	

A.2	MQTT		
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MQTT	(Message	Queue	Telemetry	Transport)	[4]	is	an	asynchronous	publish/subscribe	protocol	developed	
by	IBM	targeted	to	lightweight	M2M	applications.	It	is	that	runs	on	top	of	the	TCP	stack.	Publish/subscribe	
protocols	meet	 better	 the	 IoT	 requirements	 than	 request/response	 since	 clients	 do	 not	 have	 to	 request	
updates	 thus,	 the	 network	 bandwidth	 is	 decreasing	 and	 the	 need	 for	 using	 computational	 resources	 is	
dropping.	

In	 the	 MQTT	 architecture	 a	 broker	 (acting	 as	 a	 server)	 contains	 topics	 and	 each	 client	 can	 publish	
information	to	the	broker	for	a	specific	topic	and/or	subscribing	for	automatic	notification	for	each	update	
on	 the	 interested	 topic.	 MQTT	 uses	 the	 publish/subscribe	 paradigm	 in	 order	 to	 allow	 easy	 and	 flexible	
implementation	as	depicted	in	Figure		

	

Figure	A3:	The	architecture	of	MQTT	

As	most	of	 the	 IoT	protocols	MQTT	 is	designed	to	 limit	bandwidth	and	energy	consumption.	Reliability	 is	
managed	by	MQTT	defining	3	QoS	levels:	

1. Delivered	at	most	once	(Fire	and	forget	->	no	confirmation)	
2. Delivered	at	least	once	(confirmation	required)	
3. Delivered	exactly	once	(handshake	mechanism	is	used)	

Figure		illustrates	the	publish/subscribe	process	utilized	by	MQTT.	

	

Figure	A4:	Publish/subscribe	process	utilized	by	MQTT	
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MQTT	 has	 a	 much	 lower	 overhead	 compared	 to	 other	 protocols	 running	 over	 TCP	 and	 the	 used	
publish/subscribe	paradigm	is	more	efficient	than	the	request/response	one	(such	as	CoAP	has	in	particular	
in	the	IoT	space,	when	sensors	do	not	need	to	wait	for	a	confirmation	but	they	just	send	data.	In	this	way	
network	bandwidth	usage	 and	processing	 time	 can	be	 limited	 enabling	 longer	 sensor’s	 battery	 duration.	
Figure		shows	the	message	format	used	by	the	MQTT	protocol.	

	

Figure	A5:	MQTT	message	format	

Security	 is	managed	 through	 TLS/SSL	 (Secure	 Sockets	 Layer)	 applied	 to	MQTT	 brokers	 that	may	 require	
authentication	based	on	username/password.	

As	a	general	comparison	among	TCP	based	protocols	(such	as	MQTT)	and	UDP	one	(such	as	CoAP),	pros	and	
cons	(such	as	a	lower	overhead	in	the	case	of	CoAP	and	more	robust	communication	in	the	case	of	MQTT)	
should	be	taken	into	account	also	on	the	basis	of	the	required	QoS.	

	

A.3	XMPP		
	

XMPP	 (Extensible	 Messaging	 and	 Presence	 Protocol)	 [5]	 is	 an	 IETF	 standard	 originally	 created	 for	 the	
purpose	of	instant	messaging	and	presence	management.	In	recent	years	XMPP	has	lost	its	appeal	as	chat	
and	messaging	protocol	but	it	turned	out	to	be	a	suitable	protocol	for	the	IoT.	

XMPP	 is	 based	on	XML	over	 TCP;	 it	 provides	 asynchronous	publish/	 subscribe	and	 synchronous	 request/	
response	mechanisms.	Being	originally	developed	for	instant	messaging,	it	fulfils	low	latency	requirements	
and	 it	 has	 built-in	 security	mechanisms	 (TLS/SSL)	 but	 no	 configurable	QoS	 levels,	 reliability	management	
relies	 only	 on	 the	 TCP	 features.	 Figure	 	 illustrates	 the	 overall	 behaviour	 of	 XMPP	 protocol,	 in	 which	
gateways	can	bridge	between	foreign	messaging	networks.	
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Figure	A6:	Communications	in	XMPP	

The	publish/subscribe	mechanism	makes	XMPP	interesting	for	the	purpose	of	IoT	applications	compared	to	
other	 IoT	protocols	based	on	request/response	but	some	other	new	publish/subscribe	protocols	 (such	as	
MQTT)	 seems	 to	 become	 more	 popular	 in	 the	 IoT	 space.	 A	 reason	 for	 that	 is	 that	 XMPP	 uses	 XML	
(eXtensible	Markup	Language)	making	the	heavier	payloads	and	requiring	higher	computational	resources	
(and	hence	increasing	power	consumption)	due	to	XML	parsing	need.	

	

A.4	HTTP	REST		
	

REST	 (Representational	 State	 Transfer)	 is	 an	 architectural	 style	 of	 application	 programming	 interfaces		
introduced	by	Roy	 Fielding	 in	 2000,	 that	has	become	very	popular	 in	 the	 last	 years.	 REST	uses	 the	HTTP	
methods	 POST,	 GET,	 PUT,	 and	 DELETE	 which correspond to create,	 read,	 update,	 and	 delete	 (or	 CRUD)	
operations,	respectively.	There	are	a	number	of	other	verbs,	too,	but	are	utilized	less	frequently,	of	those	
less-frequent	 methods,	 OPTIONS	 and	 HEAD	 are	 used	 more	 often	 than	 others.	 Of	 those	 less-frequent	
methods,	 OPTIONS	 and	 HEAD	 are	 used	 more	 often	 than	 others.	 REST	 provides	 a	 resource-oriented	
messaging	system	where	all	actions	can	be	performed	simply	by	using	the	synchronous	request/response	
HTTP	commands	(the	data	format	is	included	in	the	HTTP	header).		

Message	payloads	can	be	XML	or	JSON	(JavaScript	Object	Notation)	depending	on	the	HTTP	server	and	its	
configuration.	 REST	 can	 be	 considered	 REST	 as	 a	 much	 simpler	 and	 lighter	 alternative	 to	 RPC	 (Remote	
Procedure	 Calls)	 and	Web	 Services	 (SOAP,	 ..).	 Running	 on	 any	 terminal	 with	 HTTP	 capabilities	 REST	 has	
become	very	popular	and	 it	 is	 implemented	on	most	of	 the	commercial	 IoT	platforms,	operating	systems	
and	terminals	(such	as	smartphones	and	tablets).		

REST	can	be	considered	platform	and	language	independent,	based	on	standard	technology	(HTTP)	and	it	
can	be	used	also	in	presence	of	firewalls.	

To	the	extent	that	systems	conform	to	the	constraints	of	REST	they	can	be	called	RESTful.	RESTful	systems	
typically,	but	not	always,	communicate	over	Hypertext	Transfer	Protocol	(HTTP)	with	the	same	HTTP	verbs	
(GET,	POST,	PUT,	DELETE,	etc.)	that	web	browsers	use	to	retrieve	web	pages	and	to	send	data	to	remote	
servers.	RESTful	services	use	the	secure	and	reliable	HTTP	which	is	the	proven	worldwide	Internet	language.		
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Like	 any	 other	 web	 service	 mechanism	 REST	 has	 no	 built-in	 security	 features,	 encryption,	 session	
management	and	QoS	levels,	but	they	all	can	be	managed	building	them	on	top	of	HTTP:	Security	is	usually	
managed	using	username/password	tokens	 in	the	requests	header	and	encryption	can	be	used	on	top	of	
HTTPS	(secure	sockets).	

REST	seems	to	be	not	the	best	option	for	constrained	devices	(not	even	gateways)	in	favour	of	CoAP	(using	
UDP)	which	can	be	considered		the	lightweight	version	of	REST,	even	with	the	before	mentioned	pitfalls	of	
the	request/response	architecture.	

	

A.5	DDS			
	

DDS	 (Data	 Distribution	 Service)	 is	 communication	 protocol	 for	 real-time	M2M	 communications	 that	was	
developed	by	OMG	(Object	Management	Group).	 It	 is	based	on	publish/subscribe	without	the	use	of	any	
broker	 in	 order	 to	 comply	 with	 strict	 requirements	 in	 terms	 of	 latency	 for	 real	 time	 IoT	 applications.	
Another	 important	 requirement	 for	 real	 time	 communications	 is	 reliability	 so	 DDS	 uses	 multicasting	 to	
bring	 excellent	 Quality	 of	 Service	 (QoS)	 and	 high	 reliability	 to	 its	 applications	 supporting	 supports	 23	
different	 QoS	 policies	 to	 manage	 a	 complete	 set	 of	 communication	 requirements	 involving	 security,	
latency,	priority	and	reliability.	DDS	architecture	defines	two	layers:		

1. Data-Centric	Publish-Subscribe	(DCPS),		
2. Data-Local	Reconstruction	Layer	(DLRL).		

DCPS	 delivers	 the	 information	 to	 the	 subscribers.	 DLRL	 acts	 as	 the	 interface	 to	 the	DCPS	 functionalities,	
enabling	 the	 sharing	 of	 distributed	 data	 among	 distributed	 objects.	 The	 following	 data	 flow	 in	 the	DCPS	
layer	are	involved:		

1. Publisher	(data	dissemination)	
2. DataWriter	 DataWriter	 objects	 are	 responsible	 for	 sending	 type-specific	 data	 to	 one	 or	 more	

DataReaders.	The	association	of	DataWriter	and	Publisher	indicates	that	the	application	is	going	to	
publish	the	specified	data	in	a	provided	context;		

3. Subscriber	(receiving	published	data	and	delivering	them	to	the	application);		
4. DataReader	is	used	by	the	Subscriber	to	access	to	the	data;		
5. A	 Topic	 that	 is	 identified	 by	 a	 data	 type	 and	 a	 name.	 Topics	 relate	DataWriters	 to	DataReaders.	

Data	 transmission	 is	 allowed	within	 a	DDS	 domain	which	 is	 a	 virtual	 environment	 for	 connected	
publishing	and	subscribing	applications.		

Figure	A7	demonstrates	the	conceptual	architecture	of	this	protocol.		
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Figure	A7:	The	conceptual	model	of	DDS	

	
	

A.6	AMQP		
	

AMQP	(Advanced	Message	Queuing	Protocol)	 [7]	The	Advanced	Message	Queuing	Protocol	 (AMQP)	 is	an	
open	 standard	 for	passing	business	messages	between	applications	or	organizations.		 Its	 goal	of	 creation	
was	to	enable	a	wide	range	of	different	applications	and	systems	to	be	able	to	work	together,	regardless	of	
their	internal	designs,	standardizing	enterprise	messaging	on	industrial	scale.		

AMQP	 defines	 both	 a	 network	 protocol	 and	 a	 broker	 services	 through	 	1)	 a	 defined	 set	 of	 messaging	
capabilities	(Advanced	Message	Queuing	Protocol	Model)	consisting	of	a	set	of	components	that	route	and	
store	 messages	 within	 the	 broker	 service,	 plus	 a	 set	 of	 rules	 for	 wiring	 these	 components	 together.	 2)	
a	network	wire-level	protocol	 that	 lets	 client	 applications	 talk	 to	 the	broker	and	 interact	with	 the	AMQP	
Model	it	implements.	

By	defining	a	wire-level	protocol,	AMQP	applications	can	interoperate.	Communications	are	handled	by	two	
main	components	as	depicted	in	Figure	:	exchanges	and	message	queues.	Exchanges	are	used	to	route	the	
messages	to	appropriate	queues.	Routing	between	exchanges	and	message	queues	is	based	on	some	pre-
defined	rules	and	conditions.		
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Figure	A8:	Publish/subscribe	mechanism	of	AMQP.	

AMQP	also	supports	the	publish/subscribe	communications	model.	AMQP	defines	a	layer	of	messaging	on	
top	of	its	transport	layer.	Messaging	capabilities	are	handled	in	this	layer.		

	

Figure	A9:	AMQP	message	format.	

AMQP	 defines	 two	 types	 of	 messages:	 bare	 massages	 that	 are	 supplied	 by	 the	 sender	 and	 annotated	
messages	that	are	seen	at	the	receiver.	In	Figure	A9Figure		the	message	format	of	AMQP	is	shown.	

	

A.7	WebSocket		
	

Websocket	[7]	protocol	was	developed	as	part	of	the	HTML	5	standardized	by	the	IETF	as	RFC	6455	in	2011;	
it	provides	full-duplex	communication	channels	over	a	single	TCP	connection.	to	facilitate	communications	
channels	over	TCP.	Even	if	itwas	is	designed	for	web	browsers	and	web	servers,	it	can	be	used	by	any	client	
or	server	application.	In	Websocket	a	client	initializes	a	handshake	with	a	server	to	establish	a	Websocket	
session,	 this	 handshake	is	 interpreted	 by	 HTTP	 servers	 as	 an	Upgrade	 request	 and	 this	 is	 the	 only	
relationship	to	HTTP.		

The	WebSocket	 Protocol	 enables	 two-way	 communication	 between	 a	 client	 running	 untrusted	 code	 in	 a	
controlled	 environment	 to	 a	 remote	 host	 that	 has	 opted-in	 to	 communications	 from	 that	 code.	 	 The	
security	 model	 used	 for	 this	 is	 the	 origin-based	 security	 model	 commonly	 used	 by	 web	 browsers.	 	 The	
protocol	consists	of	an	opening	handshake	followed	by	basic	message	framing,	layered	over	TCP.		The	goal	
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of	 this	 technology	 is	 to	 provide	 a	 mechanism	 for	 browser-based	 applications	 that	 need	 two-way	
communication	with	servers	that	does	not	rely	on	opening	multiple	HTTP	connections.	

During	 a	 session,	 in	 contrast	with	HTTP	 policies,	 HTTP	 headers	 are	 removed	 and	 clients	 and	 servers	 can	
exchange	messages	in	an	asynchronous	full-duplex	connection.		

	

	
	

Figure	A10:	flow	of	messages	in	a	typical	WebSocket	communication	

	
Even	if	Websocket	was	created	for	interaction	among	web	browsers	and	web	servers,	a	publish/subscribe	
mechanism	more	suitable	for	IoT	applications,	called	WAMP	(Websocket	Application	Messaging	Protocol)	is	
part	of	 the	standard.	Since	 it	 runs	on	top	of	TCP,	no	specific	additional	 reliability	mechanism	 is	 foreseen;	
regarding	security	sessions	can	be	secured	using	Websocket	over	TLS/SSL.	

	
The	 Figure	 	 shows	 the	 flow	 of	 messages	 between	 the	 client,	 API	 Gateway,	 and	 the	 server	 in	 a	 typical	
WebSocket	communication.	It	also	shows	at	which	point	each	of	the	API	Gateway	policies	are	called.	
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Annex	B	–	Energy	management	data	models	and	frameworks	
	

B.1	USEF	with	OS4ES		
	

USEF	(Universal	Smart	Energy	Framework)	is	a	composite	framework	for	defining	a	complete	smart	energy	
system	 ;	 the	 framework	 includes	 guidelines	 for	 specifications,	 designs	 and	 implementation	 of	 the	 smart	
energy	 system.	 USEF	 allows	 each	 stakeholder	 to	 implement	 smart	 energy	 services	 ready	 for	 large-scale	
international	smart	energy	system	deployment.	
	
USEF	is	particularly	indicated	to	manage	the	prosumers,	that	are	customers	who	not	only	consume	energy,	
but	produce	energy	as	well.	In	other	words,	prosumers	can	offer	the	energy	flexibility	in	both	demand	and	
supply.	This	flexibility	can	be	used	for	balancing	the	energy	production	and	consumption	and	avoiding	grid	
overload	 situations.	 This	 requires	 to	 take	 into	 account	 the	 entire	 energy	 system,	 including	 all	 roles	 and	
across	boundaries.		
	
In	 this	 context,	 the	 use	 of	 USEF	 in	 combination	 with	 Open	 Services	 for	 Energy	 Systems	 (OS4ES)	 can		
facilitates	 the	 identification,	 aggregation	 and	 use	 of	 flexibility	 for	maintaining	 grid	 stability	 and	 generate	
benefits	for	all	stakeholders	involved.	
	
The	 amount	 of	 flexibility	 a	 single	 prosumer	 can	 provide	 is	 typically	 not	 sufficient	 to	 provide	 adequate	
solutions	 to	 the	 Balance	 Responsible	 Party	 (BRP),	 to	 resolve	 imbalance,	 or	 to	 the	 Distribution	 System	
Operator	 (DSO),	 to	 resolve	 congestion.	 Aggregated	 flexibility	 obtains	 the	 necessary	 scale	 to	 be	 able	 to	
address	such	problems.	This	requires	a	role	that	is	collecting	the	available	flexibility	of	a	group	of	prosumers	
and	aggregates	it	to	larger	volumes	of	flexibility:	the	Aggregator.	
	
By	 selling	 his	 flexibility	 to	 an	 Aggregator,	 the	 Prosumer	 can	 monetize	 his	 flexibility	 and	 thus	 lower	 his	
overall	 energy	bill.	 The	Aggregator	 in	 turn	 can	 sell	 the	 aggregated	 flexibility	 to	other	 roles	 in	 the	energy	
system,	like	BRPs	and	DSOs.	Collecting	Prosumers’	flexibility	and	making	it	available	to	other	roles	require	
clear	processes,	responsibilities	and	message	descriptions.	That	is	what	USEF	is	about.	
	
The	added	value	of	USEF	in	this	context	is	that	it	provides:	

- A	 clear	 and	 transparent	 conceptual	 framework,	 describing	 roles,	 interactions	 between	 roles,	
processes	and	message	definitions.	This	provides	guidance	in	discussions	about	future	markets.	

- A	worked	out	example	of	a	balanced	and	integral	domain	model	for	new	flexibility	markets,	which	
gives	a	head	start	in	creating	profitable	local	markets	around	flexibility	

- A	 thorough	 discussion	 about	 the	 privacy/value	 creation	 trade-off	 to	 assure	 acceptance	 of	 the	
Prosumers	 in	participating	 in	 the	provisioning	of	 their	 flexibility.	 The	 core	of	USEF	 is	 the	Market-
based	 Coordination	Mechanism	 (MCM).	 The	MCM	 is	 built	 around	 the	 processes	 of	 contracting,	
plan,	 validate,	 operate	 and	 settlement.	 The	 framework	 describes	 the	 interactions	 between	 the	
several	roles	in	a	smart	energy	system,	including	the	responsibilities	of	each	role.	

	
	
USEF	does	not	prescribe	the	way	an	Aggregator	forecasts	the	energy	needs	for	 its	customers,	nor	how	to	
controls	its	resources.	It	is	however	essential	that	this	forecasting	and	controlling	is	as	reliable	as	possible.	
The	better	an	Aggregator	is	able	to	provide	the	flexibility	it	is	able	to	offer,	the	more	other	stakeholders	can	
rely	 on	 this	 flexibility.	 This	 will	 positively	 influence	 business	 for	 the	 Aggregator.	 OS4ES	 can	 aid	 in	 both	
identifying	 and	 reserving	 the	 amount	 of	 flexibility	 available	 and	 controlling	 the	 resources,	 making	 the	
combination	of	USEF	and	OS4ES	a	strong	answer	to	the	needs	of	smart	energy	futures.	
	
OS4ES	(Open	Services	for	Energy	Systems)	develops	an	open	platform	as:		



FLEXMETER 646568 D2.2 Report on gateway communication  H2020-LCE-2014-3 

- a	foundation	for	an	open	market	for	flexibility	transactions	among	Aggregators	and	Prosumers	by	
collecting	and	making	available	information	to	all	Aggregators	about	installed	and	registered	DERs	
(Distributed	Energy	Resources)	systems;		

- facilitating	efficient	and	reliable	flexibility	transactions	by	Prosumers	and	Aggregators,	without	the	
need	 for	 long-term	 commitment,	 hence	 allowing	 Aggregators	 and	 Prosumers	 to	 use	 market	
dynamics,	and	maximize	their	financial	benefits	in	a	fully	voluntary	participation	basis.	

	

	
	

Figure	B1:	Sequence	diagram	showing	high-level	interactions	between	USEF	and	OS4ES.	

	
Figure	 	 illustrates	how	the	USEF	and	OS4ES	 frameworks	 facilitate	Aggregator	operation	using	an	abstract	
sequence	diagram.	USEF	is	used	to	structure	communications	between	Aggregators	and	BRPs/DSOs	about	
estimating	 grid	 conditions	 (through	 the	 sending	 of	 the	 A-plans	 and	 D-prognoses)	 and	 arranging	 the	
flexibility	 transactions	 (request,	 offer,	 order).	 OS4ES,	 on	 the	 other	 hand,	 structures	 all	 communications	
between	DER	systems	and	Aggregators	(forecasts	collection,	reservation	and	control).	
	

	

B.2	OpenADR		
	

Demand	 Response	 (DR)	 is	 the	 shifting	 or	 shedding	 of	 demand	 for	 electricity	 resources	 during	 times	 of	
electrical	grid	stress	or	when	the	price	of	electricity	is	high.	Open	Automated	Demand	Response	(OpenADR)	
consistently	 conveys	 the	 DR	 signals	 to	 consumers	 (business	 or	 residential)	 from	 the	 system	 operator,		
facilitating	 a	 timely	 and	 predictable	 response,	 while	 allowing	 choices	 by	 the	 end	 consumer.	 There	 are	
several	benefit	to	use	OpenADR	[11]	:	
	

- Open	Specification:	provides	a	standardized	DR	communications	and	signalling	infrastructure	using	
open,	non-proprietary,	industry-approved	data	models	that	can	be	implemented	for	both	dynamic	
prices	and	DR	emergency	or	reliability	events.	
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- Flexibility:	 provides	 open	 communications	 interfaces	 and	 protocols	 that	 are	 flexible,	 platform-
independent,	interoperable,	and	transparent	to	end-to-end	technologies	and	software	systems.	

	
- Innovation	 and	 Interoperability:	 encourages	 open	 innovation	 and	 interoperability,	 and	 allows	

controls	and	communications	within	a	facility	or	enterprise	to	build	on	existing	strategies	to	reduce	
technology	operation	and	maintenance	costs,	stranded	assets,	and	obsolesce	in	technology.	

	
- Ease	 of	 Integration:	 facilitates	 integration	 of	 common	 Energy	Management	 and	 Control	 Systems	

(EMCS),	centralized	lighting,	and	other	end-use	devices	that	can	receive	a	relay	or	Internet	signals	
(such	as	eXtensible	Markup	Language	[XML]).	

	
With	reference	to	Figure	 ,	OpenADR	is	an	open	and	standardized	way	for	electricity	providers	and	system	
operators	to	communicate	DR	signals	with	each	other	and	with	their	customers	using	a	common	language	
over	any	existing	 IP-based	communications	network,	 such	as	 the	 Internet.	The	data	model	 interacts	with	
building	 and	 industrial	 control	 systems	 that	 are	 pre-programmed	 to	 take	 action	 based	 on	 a	 DR	 signal,	
enabling	a	demand	response	event	to	be	fully	automated,	with	no	manual	intervention.	
	
	

	
	

Figure	B2:	Overview	of	OpenADR	compatible	system	

	
OpenADR	has	several	types	of	services:		
1.	REGISTRATION	(EiRegisterParty)	Define	ID	names,	profiles,	transport	protocols,	groups,	etc.		
2.	REPORTING	(EiReport)	Request	or	send	information	on	the	state	of	a	resource		
3.	OPT	(EiOpt)		Communicate	availability	schedule	of	a	resource		
4.	EVENT	(EiEvent)	Create	and	distribute	responsive	DR	events	
	
..	and	signals:	
Energy	Price	→	currency/KWh		
Charge	State	→	energy	[KWh]	(for	storage	resources)		
Load	Dispatch	→	power	[W]	(for	load	resources)		
Bid	Price	→	currency/KWh		
Bid	Energy	→	energy	[KWh]		
Bid	Load	→	power	[W]	
	



FLEXMETER 646568 D2.2 Report on gateway communication  H2020-LCE-2014-3 

Messages	(XML	based)	are	transmitted	using	simple	HTTP	with	only	POST	method	with	2	 implementation	
possibilities:	

• PUSH	Messages	sent	from	VTN	→	VEN	(one-phase	execution,	requires	an	HTTP	server	at	VEN	side	-
>Firewall	issues	to	take	into	account	)	

• PULL	 Communication	 always	 initiated	 by	 VEN	→	 VTN	 (two-phase	 execution,	 firewall	 friendly,	 ->	
Higher	latency	and	bandwidth	requirements)		

	
Also	security	is	managed	with	2	different	profiles:	

• Standard	(mandatory):	TLS	(Transport	Layer	Security)	with	server	and	client	side	certificates		
• High	(optional):	Standard	Security	+	XML	signatures	to	increase	non-repudiation		

	
OpenADR	target	is	to	reach		

• High	scalability,	data	transport	(via	Web	Services	architecture)	
• DR	 communication	 by	 avoiding	 firewall	 issues	with	 the	 residential	 gateway	 (Simple	HTTP	 –	 PULL	

implementation)	
• Clear	knowledge	of	partecipating	customers	(secure	transport,	Registration	service)	
• Flexible	event	notification	(Event	service	(price,energy,power,etc))	
• Telemetry	feedback	(Reporting	service	(historical,real-time,forecast))	
• Knowledge	of	changes	in	customers	availability	(Opt	Service	(schedules))	

	
	

B.3	OpenFMB		
	
OpenFMB	(Open	Field	Message	Bus)	which	has	been	promoted	and	adopted	by	two	task	forces	within	the	
Smart	Grid	Interoperability	Panel	(SGIP)	and	the	North	America	Energy	Standards	Board	(NAESB),	consists	
of	a	middleware	communication	layer	and	a	reference	architecture	that	enables	scenarios	where	
distributed	intelligent	nodes	and	systems	belonging	to	a	smart	grid	edge,	can	interact	through	a	non-
proprietary	and	standards-based	reference	architecture	and	a	set	of	communication	and	messaging	
protocols	for	IP	and	IoT.		

	

	

	Figure	B3:	OpenFMB	Logical	Architecture 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	Figure	 	shows	the	OpenFMB	logical	architecture	for	the	specification,	that	is	a	layered	approach	with	the	
following	layers	[12]:	
	

- OpenFMB	Pub/Sub	 layer:	 supporting	multiple	protocols	and	publish/subscribe	middleware	clients	
such	as	DDS,	AMQP,	MQTT	and	other		

- OpenFMB	Interface	layer:	supporting	multiple	information	models	and	profiles,	configurations,	and	
interaction	patterns	

- Application	 layer:	 supporting	 field	 applications	 and	 equipment/protocol-specific	 adapters	 for	
protocols	such	as	Modbus,	IEC	61850,	DNP3,	C12,	CoAP,	XMPP,	and	others.	

	
OpenFMB	Adapters	interface	the	message	bus	with	end	devices	providing	uni/bi	directional	exchange	of	
information	between	devices	that	use	their	own	protocols	and	data	formats.		
This	level	of	Interoperability	among	devices	and	applications	is	crucial	for	such	a	context	where	distributed	
energy	resources	(DER),	microgrids	and	advanced	demand	response	involve	several	devices	on	field	(such	
as	solar	systems,	inverters,	meters,	appliances,	recloser,..)		that	need	to	work	together	with	minimal	
latency.	The	degree	of	distribution	of	those	local	grids	creates	a	much	more	secure	and	resilient	
infrastructure	and	reduces	the	effort	for	device	commissioning	and	management.	
OpenFMB	publish/subscribe	(pub/sub)	middleware	layer	allows	data	communication	between	nodes	from	
multiple	vendors	and	specific	protocols	through	a	data-centric,	scalable	peer-to-peer	publish/subscribe	
architecture	reaching	a	high	level	of	scalability	and	accuracy.	
	
	
	
	

B.4	INTrEPID		
	
INTrEPID	(INTelligent	systems	for	Energy	Prosumer	buildings	at	District	level)	[13]	is	an	FP7-ICT	project	that	
has	developed	technologies	 that	will	enable	energy	optimization	of	 residential	buildings,	 focusing	 initially	
on	 the	 optimal	 control	 of	 internal	 sub-systems	 within	 the	 Home	 Area	 Network	 (HAN),	 but	 then	 also	
providing	 adequate	 mechanisms	 for	 effective	 interaction	 with	 external	 world,	 including	 other	 buildings,	
local	producers,	or	electricity	distributors,	enabling	energy	exchange	capabilities.	The	integrated	system	will	
be	tested	in	RSE	and	Telecom	Italia	labs	and	it	will	be	installed	and	validated	in	real	houses.	The	installation	
in	real	buildings	will	involve	50	homes,	partly	located	in	Italy	and	partly	located	in	Denmark.	The	system	will	
include	devices	such	as	energy	gateways,	smart	meter	or	smart	info	(depending	on	the	location,	smart	info	
will	work	 in	Enel	electricity	grid),	smart	plugs,	a	smart	appliance,	connected	thermostats	to	control	HVAC	
system.	The	specific	devices	to	be	installed	in	the	system	will	be	evaluated	during	the	project	development.	
	
The	architecture	 in	Figure	 	 depicts	 the	activities	 in	 four	 logical	blocks.	 The	bottom	block	of	 the	 INTrEPID	
architecture	is	the	indoor	home	network,	which	is	installed	within	the	individual	homes.	From	a	high-level	
perspective	it	have	to	provide	the	infrastructure	to	control	and	collect	information	from	the	appliances	and	
sensors.	The	information	to	collect	and	upload	to	the	middleware	includes	state	of	devices,	energy	related	
measurements	(consumption,	etc.),	set-points,	diagnostic	information	and	values	of	sensors	(temperature,	
humidity,	etc.).	
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Figure	B4:	INTrEPID	Architecture	

	

The	 middleware	 block	 provides	 the	 communication	 and	 processing	 bus.	 It	 facilities	 the	 communication	
between	 blocks	 and	 stores	 information.	 Many	 home	 networks	 can	 be	 connected	 to	 the	 middleware	 at	
once,	 thus	 scalability	 is	 an	 important	 design	 goal.	 This	 is	 achieved	 both	 by	 using	 a	 scalable	 cloud	
infrastructure	and	an	event	based	handling	of	data.	
	
This	 includes	 event	 data	 from	 the	home	network	 and	processed	data	 from	 the	other	 blocks.	Due	 to	 the	
nature	of	the	data	it	is	also	important	that	the	middleware	maintain	consistency,	privacy	and	security.		
Consistency	 is	obtain	by	 including	means	of	validating	data	and	detecting	 faults	 in	 infrastructure,	devices	
and	system	operation.	Security	by	data	access	control	and	by	providing	secure	channels	for	communication.	
Lastly,	privacy	is	obtain	by	separately	stored	identities	and	by	anonymizing	data.	
	
The	 supervisory	 control	 strategies	 is	 the	main	 block	 in	 achieving	 advanced	 energy	management.	 Simple	
strategies	which	 obtain	 energy	 savings	 by	 optimizing	 a	 single	 system	 alone	 has	 already	 been	 optimized,	
thus	the	significant	savings	is	now	to	be	found	in	more	advanced	systems	that	include	multiple	systems.		
	
The	 strategies	 consists	 of	 data	 provided	 to	 the	 middleware	 from	 three	 functional	 blocks.	 The	 micro-
generation	functional	block	provides	models	of	the	local	generation	devices.	These	are	used	to	predict	the	
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behaviour	of	devices	in	the	generation	forecasting.	In	a	similar	fashion	the	energy	storage	functional	block	
provides	models	of	the	storage	devices	as	well	as	computing	advices	on	when	to	charge	or	discharge	these.	
The	 load	management	 function	block	provides	data	both	 for	 a	building	 level	 and	a	district	 level.	 For	 the	
building	 level	 it	 provides	 cost	 effective	 schedules,	 which	 is	 sent	 through	 the	 middleware	 to	 the	 home	
network.	The	schedules	are	executed	within	the	home	network.	It	does	not	control	the	devices	directly	to	
account	 for	 both	 scalability	 and	 connectivity	 issues.	 On	 both	 a	 building	 and	 district	 level	 it	 synchronises	
local	 generation,	 consumption	 and	 storage	 by	 the	 used	 of	 forecasting	 data.	 On	 the	 district	 level	 it	 also	
provides	a	load	shedding	algorithm	to	prevent	demand	peaks.	
	
As	 the	 local	 generation	 of	 energy	 is	 found	 in	many	 buildings,	 a	 surplus	 of	 energy	 allows	 the	 owners	 to	
actively	participate	 in	 the	energy	market.	 The	Energy	Brokerage	and	Business	 Intelligence	block	 contains	
three	services:	

- The	load	and	generation	forecasting:	gives	a	prediction	of	the	available	energy	in	the	near	future.	
- The	 energy	 brokerage:	 provides	 an	 autonomous	 energy	 trade	 where	 energy	 can	 be	 exchanged	

between	buildings.	
- The	business	 intelligence:	 it	 gathers	 and	organizes	 all	 information	 from	 the	middleware	with	 the	

purpose	 to	 produce	 reports	 dashboards	 and	 alerts.	 This	 will	 increase	 user	 awareness	 and	 alert	
them	about	unusual	conditions	in	the	system.	

	

B.5	SiteWhere		
	
SiteWhere	 is	 an	 open	 source	 platform	 for	 capturing,	 storing,	 integrating,	 and	 analyzing	 data	 from	 IoT	
devices.	The	platform	is	not	specific	for	energy	applications	but	rather	more	general,	nevertheless	it	can	be	
applied	also	for	demand-response	interactions	defining	specific	mechanisms	and	data	to	be	exchanged.	It	is	
also	 integrated	 with	 MongoDB	 for	 smaller	 installations	 which	 do	 not	 require	 extreme	 scalability,	 and	
Apache	HBase	which	supports	big	amounts	of	device	data.	SiteWhere	depends	on	many	supporting	open	
source	technologies	for	accomplishing	its	goals.	
	
The	 information	 is	 protected	 by	 limiting	 access	 to	 it	 based	 on	 user	 management	 system	 and	 historical	
device	 event	 data	 is	 never	 deleted	 while	 location	 data	 is	 stored	 so	 it	 can	 be	 geospatially	 indexed	 and	
accessed.	 The	 system	 is	 based	 on	 a	 core	 set	 of	 interfaces	 that	 allow	 new	 communication	 protocols	 and	
encoding	schemes	to	be	added	and	configured	easily.		
	
HTML5	administrative	application	 is	provided	which	enables	 simple	access	and	manipulation	of	 the	data.	
The	 admin	 app	uses	REST	 services	provided	by	 the	 core	platform	 to	 interact	with	 the	data.	As	 shown	 in	
Figure	 ,	 the	SiteWhere	core	platform	 technologies	are	Apache	Tomcat	7,	 Spring	Framework	and	Security	
(for	user	access	to	REST	services),	MongoDB,	Apache	HBase	and	Solr,	and	Hazelcast.		
	
Mule,	enterprise	service	bus	that	makes	it	easy	to	integrate	various	technologies	is	supported.	Mule	has	the	
concept	of	flows	that	pull	in	data	from	inbound	endpoints,	perform	processing	and	decision	logic,	and	route	
the	 resulting	 data	 to	 outbound	 endpoints.	 Mule	 Studio	 is	 an	 Eclipse-based	 user	 interface	 that	 allows	
graphical	creation	of	Mule	flows	and	their	local	execution.	SiteWhere	provides	a	plugin	for	Mule	Studio	that	
allows	 Mule	 flows	 to	 pull	 in	 SiteWhere	 data	 and	 integrate	 it	 with	 all	 of	 the	 other	 technologies	 Mule	
connects	to.		
	
Summarizing,	 SiteWhere	 is	 a	 server	 application	 and	 framework	 used	 to	 develop	 applications	 for	 the	
Internet	of	Things;	it	provides	the	following	list	of	features:	
	

- Support	for	multiple	tenants	with	separate	data	storage	and	processing	pipelines	
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- Device	management	including	specifications,	device	groups,	asset	assignment,	and	much	more	
- Device	connectivity	via	JSON,	MQTT,	AMQP,	and	most	other	common	protocols	
- Big	data	storage	for	device	event	data	with	support	for	MongoDB,	HBase,	and	InfluxDB	
- Configurable	 event-processing	 pipeline	 with	 support	 for	 alerting,	 scripting,	 and	 other	 advanced	

functions	
- Integration	with	Apache	 Spark,	Apache	 Solr,	Mule	Anypoint,	Amazon	 SQS,	Azure	 EventHubs,	 and	

many	others.	
	

Figure	 	 shows	 the	main	 SiteWhere	 server	 components	 and	 how	 they	 interact	with	 external	 systems.	 As	
shown,	SiteWhere	is	composed	of	many	different	components	that	are	wired	together	to	provide	the	core	
platform.	 In	 the	sections	below,	we	will	 cover	 the	components	 that	are	global	 to	 the	system.	All	 tenants	
share	these	global	settings.	

	

Figure	B5:	SiteWhere	Architecture	Diagram	

	

There	are	several	benefit	to	use	SiteWhere:	
- No	need	to	trust	your	data	to	someone	else’s	cloud	
- Deploy	to	your	own	private	cloud	or	on	premise	
- Deploy	to	public	clouds	such	as	Microsoft	Azure	or	Amazon	EC2	
- Deploy	to	any	provider	that	supports	Ubuntu	Juju	
- Deploy	to	any	provider	that	supports	Docker	
- Run	any	number	of	IoT	applications	on	a	single	SiteWhere	instance	
- Offers	separate	data	storage	per	tenant	with	no	intermingling	
- Offers	separate	customizable	processing	engine	per	tenant	
- Start,	stop,	and	reconfigure	tenants	without	affecting	others	

	
These	 features	allow	SiteWhere	 to	enables	businesses	based	on	energy	management	 such	as	 the	Energy	
Aggregator	service,	i.e.	the	actor	that	collects	the	available	flexibility	of	a	group	of	prosumers	and/or	end-
users	and	aggregates	it	to	larger	volumes	of	flexibility	for	the	Energy	Market.	
	


