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1  Executive summary 

Following the WP1 specifications, the present document will translate such requirements into a 
design and integration specification of the “second generation” electric smart meters in the DSOs 
networks and Substations. Communication protocols to be used in the network, consequently, will 
also be designed. The “second generation” electric energy smart meters, designed by the Flexmeter 
Consortium, are able to overcome some of the restrictions, especially in terms of open protocols and 
real time data access, that are now limiting the possibility to give add-on services to Customers 
(both private ones or Electric Energy Vendors) and to the DSOs (LV network fault management 
and integration with storage and prosumers management).  

1.1  Deliverable structure 

In the first part of the present document, an overview of the existing protocols and architecture is 
given to the reader in order to describe the seamless communication between utility companies and 
their end users for a true “end-to-end” smart grid, and the real-time communication between the 
utility substation or headquarters and the user. It will be described the international standard 
protocol defined to ensure interoperability within Substation Automation System (SAS) by 
standardizing the abstract data models and services to support SAS communications and its 
synergies with LTE, as well as the Meters and more protocol and the technology Narrow Band IoT 
(over LTE or GSM spectrum) that has been standardized by the 3GPP RAN. This technology is a 
narrow band radio technology specially designed for the Internet of Things (IoT).  It will be shown 
how to integrate IEC 61850 MMS and LTE to support communications between smart meters and 
the central meter data management system. In the second part of the present report, we will specify 
the design customization agreed by the Flexmeter partners in order to satisfy the technological 
requirements necessary  to achieve the Flexmeter  objectives. As per DoW it has been agreed to use 
ST wide offer as basic technology to be customized in the project. The Flexmeter customization 
will be then miniaturized in the coming IC products and shall be part of the ST roadmap. The core 
technology of the smart meters must be able to sample at f= 1Hz, and to provide communication on 
PLC medium. The PLC modem architecture has been designed to target the EN50065, FCC, ARIB 
compliant PLC applications. Together with the application core, the above PLC modem 
architecture enables the STCOMET to support the PRIME, G1, G3, IEEE 1901.2, METERS AND 
MORE and other narrow-band PLC protocol specifications. This is a preliminary version of the 
Flexmeter application platform. A second release will  be needed once the works, that are still 
ongoing, will give some feedback with results in ENVI Park. Such results depending on the 
validation of the preliminary boards are necessary to complete the specification of the final 
Smart Meter. Consequently, an updated version of the document will be released  in the 
future, as soon as the specification of the final Smart meter will be finalized and validated, in 
order to complete the section 4 Components Design Customization for Flexmeter. 
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2 Energy meter – Substation communication: protocols and architectures 

The smart grid is the next evolution of the utility framework that converges utility providers, 
telecommunications infrastructure and information technology. The ultimate goal is to allow 
seamless communication between utility companies and their end users for a true “end-to-end” 
smart grid. One of the key application elements of the smart grid is the smart meter located at the 
end-user’s location that is designed to allow two-way, real-time communication between the utility 
substation or headquarters and the user. This Flexmeter deliverable faces the analysis of the two-
way communication protocol interface between the substation and the smart meter, which can be 
seen as the key enabler for future Smart Grid applications to be built. In particular, starting from the 
abstract data models defined in IEC 61850, are analysed and mapped the most recent and promising 
protocols and their involved telecommunications technologies.  

In this chapter, are analysed the following communication protocols and architectures: 

 IEC 61850 and LTE 

 Narrow Band IoT (over LTE or GSM spectrum) 

 DLMS/COSEM or IEC 62056 

 Meters and More 

 G3 

Then, the above communication architectures are compared and it will identified the best choice for 
the implementation in the Flexmeter demonstrator. Finally, in the following chapters of this 
Flexmeter deliverable, is described  the interface architecture based on the technology previously 
chosen. 

2.1 2.1 IEC 61850 and LTE: protocols and interfaces 

IEC 61850 is the international standard protocol defined to ensure interoperability within Substation 
Automation System (SAS) by standardizing the abstract data models and services to support SAS 
communications. As the scope of the protocol is extended beyond substation boundary, it has the 
potential to be used for smart metering communication. 

IEC 61850 services for metering are mapped on the Manufacturing Message Specification (MMS). 
MMS is the OSI protocol than can run over TCP/IP or OSI networks to support IEC 61850 services. 
Historically the MMS uses Ethernet as the layer 2 protocol. However, when applying to the smart 
metering infrastructure, it is not favorable to run Ethernet because of its physical limitations (e.g., 
wired technology) and high installation costs. Long Term Evolution (LTE), a fourth-generation 
(4G) cellular standard, seems to be more suitable with its advanced technologies to provide high-
capacity, low-latency, secure and reliable data-packet switched network. 

Here following is shown how to integrate IEC 61850 MMS and LTE to support communications 
between smart meters and the central meter data management system. In particular, is shown the 
IEC 61850 MMS smart metering traffic over LTE network. 
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Long Term Evolution (LTE) is a fourth generation technology which is standardized in the Release 
8 specifications by the 3rd Generation Partnership Project (3GPP). It is capable of providing high 
data rates as well as support high speed mobility. It has a completely packet switched core network 
architecture unlike its predecessor Universal Mobile Telecommunications System (UMTS) which is 
capable of supporting both the Circuit Switched (CS) as well as Packet Switched (PS) core 
networks. Compared to CDMA or UMTS, LTE uses new access schemes on the air interface: 
Orthogonal Frequency Division Multiple Access (OFDMA) in the downlink and Single Carrier 
Frequency Division Multiple Access (SC-FDMA) in the uplink, which brings further flexibility in 
user scheduling as well as power efficiency. LTE also features low latency in both the control plane 
and user plane, which creates new opportunities for real-time application. 

In the Smart Grid context, the success and rapid roll-out of LTE in many countries have lead to an 
increased interest to use this technology for different application domains, including smart 
metering, distribution automation, fault location, etc. within distribution networks. 

 

2.1.1   IEC 61850 and LTE synergy 

In this section is described the technologies used in LTE and its network architecture, and will also 
focus on how LTE can be used to support metering services with IEC 61850 as the application 
protocol. 

  LTE network architecture  

The architecture of an LTE network is depicted in Figure 1. LTE has a flat all-IP architecture which 
is divided into four main high level domains: User Equipment (UE), Evolved UTRAN (E-UTRAN), 
Evolved Packet Core Network (EPC), and the Services domain. 

The 3GPP launched in Release 8 the standardization of the new ultra-broadband technology called 
LTE EPS (Evolved Packet System), divided into radio interface E-UTRAN (Evolved UMTS 
Terrestrial Radio Access Network) and core network EPC (Evolved Packet Core). 

User Equipment (UE): is the device that the end user uses for communication. The UE contains the 
Universal Subscriber Identity Module (USIM), which is used to identify and authenticate the user 
and to derive security keys for protecting the radio interface transmission. UE provides the user 
interface to the end user so that applications such as VoIP client can be used to set up a voice call. 

E-UTRAN Node B (eNodeB): in LTE architecture it consists of a single entity, called the eNodeB 
(eNB). The eNB includes all those algorithms that are located in Radio Network Controller (RNC) 
in 3GPP Release 6 architecture. By having only one entity in the radio access network, LTE 
simplifies network architecture and reduces the latency of all radio interface operations. 

Mobility Management Entity (MME): it is the key control node for the LTE access network. It only 
operates only in the CP and is not involved in the UP data. The main functionalities of MME 
include: authentication and Security, mobility management and managing subscription profile and 
service connectivity. 



FLEXMETER 646568       H2020-LCE-2014-3 
 D3.3  Report on interface design between energy meters and the sub station  

Serving Gateway (S-GW): the high level function of S-GW is UP tunnel management and 
switching. The S-GW is part of the network infrastructure maintained centrally in operation 
premises. 

 

Figure 1. LTE network architecture 

Packet Data Network Gateway (P-GW): also often abbreviated as PDN-GW) is the edge router 
between the EPS and external packet data networks. It is the highest level mobility anchor in the 
system, and usually it acts as the IP point of attachment for the UE. It also performs traffic gating 
and filtering functions as required by the service in question, which is known as Policy and 
Charging Enforcement Function (PCEF). 

Policy and Charging Rules Function (PCRF): is the network element that is responsible for Policy 
and Charging Control (PCC). It makes decisions on how to handle the services in terms of QoS, and 
provides information to the PCEF located in the P-GW. PCRF is a server usually located with other 
CN elements in operator switching centres. 

Home Subscription Server (HSS): is the concatenation of the HLR (Home Location Register) and 
the AuC (Authentication Centre). The HLR part of the HSS is in charge of storing and updating 
when necessary the database containing all the user subscription information. The AuC part of the 
HSS is in charge of generating security information from user identity keys. This security 
information is provided to the HLR and further communicated to other entities in the network. 

 

2.1.2   IEC 61850 communication stack 
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The communication services mapping of IEC 61850 has to meet several communication 
requirements defined in IEC 61850-5. As a consequence, the different message types which belong 
to different performance classes are mapped to different communication protocols in order to 
support the respective requirement for specific message types.   
 
The critical nature of protection switching within substations was one of the principal challenges 
addressed in the development of IEC 61850 network protocols and related network design 
guidelines. With the definition of GOOSE messages (Generic Object Oriented System-wide Event 
messages), it was possible to directly map these time-sensitive messages (see Figure 2.1.1.2.1), into 
Ethernet, bypassing the protocol overhead of TCP/IP protocols.  
 
GOOSE messages are recognized by compliant Ethernet switches to have pre-emptive priority over 
other network traffic. Within milliseconds of a critical system event, GOOSE messages are 
multicast to other registered IEDs attached to the Ethernet network, replacing earlier generation 
station bus communications. 
 

 
Figure 2. IEC 61850 protocol stack of general data 

 
To meet latency requirements for GOOSE messages, Ethernet switches involved with protection 
signaling must be capable of recognizing GOOSE messages, and forwarding them on a pre-emptive 
priority basis, and all involved switch connections must be fiber and be at least 100 Mbps at the 
edge with non-blocking Gigabit Ethernet in the core. With careful engineering and multiple priority 
classes, station bus signaling and data processing traffic can share a single Ethernet infrastructure. 
 

  Functional requirements of the Advanced Metering Infrastructure (AMI) components 

The requirements for the components of the system are formulated based on the specific goal of 
supporting real-time smart metering communication with the IEC 61850 MMS protocol and LTE 
cellular network.  
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Smart meters: they are the end point in an AMI network. The smart meter must have the energy 
measurement functions and will be polled by the utilities to get the meter value. Therefore, a 
communication module is needed for the smart meter to connect to the utilities meter data 
management system. 
 
Meter data aggregator/concentrator: in some designs of AMI network, a number of smart meters 
can be aggregated by a device called data aggregator/concentrator. For example, this approach is 
common for the design with PLC smart meters, as one limitation of PLC is that it requires 
hopping/relaying of the PLC signal around transformers; otherwise the signal is scrambled by this 
element in the grid. Therefore, the data concentrator has to support communication with the 
connected smart meters, and must have LTE communication module to connect to the LTE 
network. 
 
LTE network: one essential component in the proposed AMI approach is the LTE network. In 
addition to the existing non-energy-related traffic, such as voice, video, FTP, etc., the LTE network 
has to support the transport of the smart metering traffic between the smart meters and MDMS. 
 
Meter Data Management System (MDMS): in order to communicate with the smart meter, the 
host in the MDMS must have the connection to the LTE network. The MDMS has to be able to 
connect to the smart meters and retrieve the meter data from the smart meters. As real-time meter 
data collection is assumed, the MDMS host has to support fast polling of the smart meters and poll 
many smart meters at the same time. 
 
2.1.3  Challenges for the integration of IEC 61850 MMS and LTE 

The integration of IEC 61850 MMS and LTE contributes many advantages to the AMI 
Communication Network solution. However, there are challenge questions in planning, designing 
and deploying this AMI solution, from the perspectives of both power utilities and mobile 
operators. 

  Scalability 

It is expected that over 250 million smart meters will be deployed in Europe between 2015 and 
2020, which will have a massive demand for the network. The large number of smart meters also 
affects the performance of the systems. In theory, LTE is capable of meeting the performance 
requirements of IEC 61850 for metering services, but we do not know how the performance is 
affected by a large number of end devices like the case of smart meters. 

  Latency 

It is preferable to collect meter data in real-time, because utilities can correctly predict the load 
profile, perform load forecasting, dynamic balancing between generation and consumption, support 
real-time pricing and demand response, etc. In general, with the meter data collected in real-time, 
the stability and intelligence of the grid are greatly improved. The challenge is whether this solution 
can meet the performance requirements imposed by the real-time smart meter collection 
application, given a huge number of meters to be served in a large area. 
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  Quality of service (QoS) 

Since a shared, public LTE network is considered, another important aspect to look at is the mutual 
impacts of smart meter traffic and other traffic. It is important to maintain QoS in smart metering 
systems where data has to be made accessible for authorized entities in a timely manner. This is of 
great importance if smart meter data is sent on the same network with other crucial data for the 
operation of the grid, such as load control or distributed generation commands. Considering IEC 
61850 is used for both smart meters and other applications such as distributed automations, the data 
for these different applications must be classified based on their priority and the access control 
mechanisms of the cellular network has to support the differentiation of application data. 

 Security 

As an smart metering system makes possible a two-way communication between smart meters and 
utility's center system, a number of security concerns have been raised. Customers do not want the 
information about their energy usage to be exposed to unauthorized parties. Therefore, this 
information must be kept confidential. If the AMI has an interface with HAN, the customers want to 
have the control over which information they share, e.g. whether it is permissible for the utility to 
control the appliances. 

In addition, the AMI has to ensure that the smart meters data is kept intact on transmission and to 
prevent the unauthorized commands from being transmitted through AMI to smart meters. This 
requirement is more important if a wireless network is in use, where data may float over the air and 
is easily accessible. 

Security is a crucial challenge, especially in the public LTE network. Security mechanisms such as 
encryptions and authentications should be taken into consideration. However, when these security 
mechanisms are in use, it is important to consider their impact on the performance of the smart 
metering traffic since the overhead (packet size/ computation time) is increased which may affect 
the end-to-end delay of the traffic. 

 

2.1.4    The integration of IEC 61850 MMS and LTE 

With reference to IEC 61850 and LTE block diagrams described in the previous paragraphs, the 
solution of using LTE and IEC 61850 MMS protocol for smart metering within distribution 
network is depicted in Figure 2.1.3.1. As shown in Figure 2.1.3.1, the AMI system has several 
components that are interconnected to each other: smart meters, meter data concentrator/aggregator, 
LTE network, and the meter data management system (MDMS). 
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Figure 3. Smart metering system using IEC 61850 MMS and LTE 

 

Each smart meter/data concentrator has a LTE communication module which allows it to connect to 
LTE network. The geographical area is divided into cells, each under control of one eNodeB which 
provides radio communication resources to the smart meters/data concentrator. IEC 61850 
application protocol can be used between the smart meter and the MDMS on top of TCP/IP to 
support MMS client/server communication model. 
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Figure 4. Architecture of the LTE – IEC 61850 solution 

The architecture of the LTE – IEC 61850 solution is shown in Figure 2.1.3.2. As the estimated 
volume of information to be sent through the use of IEC 61850 requires a telecommunication 
infrastructure capable to exchange data with an adequate value of throughput, latency, jitter and 
packet loss ratio, the LTE approach is today the best wireless solution that provides an improvement 
in term of data rate, latency and packet loss in respect to previous 3GPP technologies like UMTS 
and HSPA. The growth of this technology and the new capabilities that it introduces makes LTE an 
attractive perspective for the use in Smart Grid application. 

2.1.5 Narrow Band IoT (over LTE or GSM spectrum) 
 
Narrow Band - Internet of Things (NB-IoT) is a technology that has been standardized by the 3GPP 
RAN (Plenary meeting #69). This technology is a narrowband radio technology specially designed 
for the Internet of Things (IoT), hence its name. Special focus of this standard are on indoor 
coverage, low cost, long battery life and large number of devices.  
 
This technology can be deployed in GSM and LTE spectrum. In particular, NB-LTE is an improved 
variant of existing 4th Generation LTE (Long-Term Evolution) mobile technology which has been 
optimized for low-power machine-to-machine and Internet-of-Things applications. This new 
standard is NB-LTE is well suited for IoT applications – thanks to being a narrow-band cellular 
communications standard for applications that aren’t very data intensive – which offers low 
implementation cost, ease of use and good power. 
 
This new technology will provide low throughput devices, low delay sensitivity, ultra-low device 
cost, low device power consumption and optimized network architecture. Moreover, this technology 
can be deployed “in-band”, utilizing resource blocks within a normal LTE carrier, or in the unused 
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resource blocks within a LTE carrier’s guard-band, or “standalone” for deployments in dedicated 
spectrum. NB-IoT is also particularly suitable for the re-farming of GSM channels.  
 
This narrow-band approach is particularly valuable today as more and more stakeholders are using 
the RF spectrum, with more spectrum congestion and less unallocated space. Narrow-band LTE is 
intended to make it easier for mobile operators to support the huge numbers of small devices that 
IoT applications are expected to bring into existing 4G LTE networks, without network congestion. 
Existing 4G networks are considered to be crucial to IoT development because they’ll be around for 
decades – hence the Long-Term Evolution name. Using this infrastructure provides a kind of future-
proofing for IoT devices, which may easily have a longer useful lifespan than a smartphone. 
 
On the other hand, existing, 2G and 3G networks may soon be decommissioned. Taking advantage 
of the existing global footprint of LTE cellular infrastructure ensures a global foundation for a vast 
range of new cellular IoT applications for consumer and industry users, and ensures that this will be 
a stable foundation. 
 
 
2.1.6 Narrow Band (NB) standard solutions being developed at 3GPP 
 
In support of IoT, 3GPP has been working on all several related solutions and generating an 
abundance of LTE-based and GSM-based proposals. As a consequence, 3GPP has been developing 
three different cellular IoT standard- solutions in Release-13: 
 

 LTE-M, based on LTE evolution 
 EC-GSM, a narrowband solution based on GSM evolution, and 
 NB-LTE, a narrowband cellular IoT solution, also known as Clean Slate technologies 

 

2.1.7 LTE-M solution 
 
3GPP RAN is developing LTE-Machine-to-Machine (LTE-M) specifications for supporting LTE-
based low cost CIoT in Rel-12 (Low-Cost MTC) with further enhancements planned for Rel-13 
(LTE eMTC). LTE-M supports data rates of up to 1 Mbps with lower device cost and power 
consumption and enhanced coverage and capacity on the existing LTE carrier. 
 
2.1.8 EC-GSM solution 
 
In the 3GPP GERAN #62 study item “Cellular System Support for Ultra Low Complexity and Low 
Throughput Internet of Things”, narrowband (200 kHz) CIoT solutions for migration of existing 
GSM carriers sought to enhance coverage by 20 dB compared to legacy GPRS, and achieve a ten 
year battery life for devices that were also cost efficient. Performance objectives included improved 
indoor coverage, support for massive numbers of low-throughput devices, reduced device 
complexity, improved power efficiency and latency. Extended Coverage GSM (EC-GSM) was fully 
compliant with all five performance objectives according to the August 2015 TSG GERAN #67 
meeting report. GERAN will continue with EC-GSM as a work item within GERAN with the 
expectation that standards will be frozen by March 2016. This solution necessarily requires a GSM 
network. 
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2.1.9 NB-LTE solution 
 
In August 2015, work began in 3GPP RAN Rel-13 on a new narrowband radio access solution also 
termed as Clean Slate CIoT. The Clean Slate approach covers the Narrowband Cellular IoT (NB-
CIoT), which was the only one of six proposed Clean Slate technologies compliant against a set of 
performance objectives (as noted previously) in the TSG GERAN #67 meeting report and will be 
part of Rel-13 to be frozen in March 2016. Also contending in the standards is Narrowband LTE 
Evolution (NB-LTE) which has the advantage of easy deployment across existing LTE networks. 
 
Rel-12 introduces important improvements for M2M like lower device cost and longer battery life. 
Further improvements for M2M are envisioned in Rel-13 such as enhanced coverage, lower device 
cost and longer battery life. The narrowband CIoT solutions also aim to provide lower cost and 
device power consumption and better coverage; however, they will also have reduced data rates. 
NB CleanSlate CIoT is expected to support data rates of 160bps with extended coverage. 
 
Table 1provides some comparison of the three options to be standardized, as well as the 5G option, 
and shows when each release is expected to be finalized. 
 

Table 1. comparison of 3GPP IoT proposal 

 
 
 
2.1.10 The emergence of the  Narrow Band IoT  
 
The 3GPP RAN body mutually agreed to study the combination of the two different narrowband 
IoT technical solutions, EC-GSM and NB-LTE, for standardization as a single NB-IoT technology 
until the December 2015 timeframe. This is in consideration of the need to support different 
operation modes and avoid divided industry support for two different technical solutions. It has 
been agreed that NB-IoT would support three modes of operation as shown in figure 2.2.1.1: 
 

 Stand-alone operation: utilizing, for example, the spectrum currently being used by 
GERAN systems as a replacement of one or more GSM carriers, 

 Guard band operation: utilizing the unused resource blocks within a LTE carrier’s guard-
band, and 

 In-band operation: utilizing resource blocks within a normal LTE carrier. 
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Figure 5. Three deployment scenarios of NB-IOT 

Standalone deployment is mainly utilizes new bandwidth whereas guard band deployment is done 
using the bandwidth reserved in the guard band of the existing LTE network, In Band on the other 
hand makes use of the same resource block in the LTE carrier of the existing LTE network. In 
summary, it becomes clear that the Standalone and Guard band deployment options tend to offer the 
best performance in terms of improved indoor coverage, FDMA (GMSK) also offers about 20% 
power consumption saving and lower cost. 

 

2.1.11 The benefits of an integration of NB-IOT and IEC 61850 MMS  
 
As shown in the previous sections of this deliverables, the synergy between LTE and IEC-61850 
(with the definition of GOOSE messages) offers excellent communication performances between 
the substation and the smart meters. Figure 2.2.6 shows a smart meters – substations hybrid 
communication. 
 

 
Figure 6. Smart meters – substations hybrid communications 

 
Smart metering helps saves manpower by remotely collecting electricity, water and gas meter data 
over the cellular network. This is gaining quite an amount of momentum with most of the top 
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European MNOs taking an interest in this topic mainly due to the market opportunity it presents. 
Smart metering will consequently help cut down cost generated from manual meter reading and 
changing of meter batteries, which seems to be the two major cost drivers for conventional 
metering. Smart metering includes smart meters for water, gas and electricity. 
 
 

2.2 IEC 62056: DLMS/COSEM 

 
For electricity metering, IEC TC13 WG14 has established the IEC 62056 series of standards:  
 

 IEC 62056-42: Physical layer services and procedures for connection-oriented asynchronous 
data exchange 

 IEC 62056-46: Data link layer using HDLC protocol 
 IEC 62056-47: COSEM transport layers for IPv4 networks 
 IEC 62056-53: COSEM Application layer 
 IEC 62056-61: Object identification system (OBIS) 
 IEC 62056-62: Interface classes 

 
DLMS (Device Language Message specification) is integrated in IEC 62056 and it is a generalized 
concept for abstract modelling of communication entities.  
 
COSEM (Companion Specification for Energy Metering) sets the rules, based on existing 
standards, for data exchange with energy meters. DLMS/COSEM defines an object model to view 
the functionality of the smart meter via interfaces, methods to turn data objects into a series of 
bytes, and transport the information between the smart meters and data concentrator or centre 
system.  
 
DLMS/COSEM is based on a client/server structure in which the data collection system acts as a 
client requesting data from the servers (pull operation). Further additions will provide push 
operation (server to client). DLMS/COSEM can be used over TCP, UDP, HDLC, Meter-Bus, 
GPRS and different narrow band PLC protocols. 
 
As well known, there are a lot of standard metering protocols which can carry out the meter data 
exchange  functionalities, but DLMS/ COSEM stands out from the list and its particularly suited to 
meet the needs of the liberalized energy markets because it has the following advantages: it 
provides a layer for processing application layer request and responds in a communication profile 
independent manner. This enables COSEM application layer to support many communication 
profiles for example HDLC for serial, Transport layer for IPV4 for TCP/IP networks. 

 
2.2.1 DLMS/ COSEM: communication aspects 
 
Choosing the communication infrastructure is another key aspect for making a stable AMI system, 
which is reliable and scalable. As far as communication options are concerned there are various 
methodologies: 
 

 Wired Communication (Ethernet/serial) adoption  
 Cellular technologies 
 Power line 
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There are technological and commercial advantages and disadvantages for all the communication 
infrastructure mentioned above. Wired system will be more reliable and scalable. However, the cost 
will be much higher compared to other technologies. Selection of the wireless technology depends 
upon various other factors like location, distance, geographical layout. But here again, the protocol 
selected for AMI purpose will be dependent on the communication media selected by the utility. 
One of the strengths of DLMS/COSEM is that application modeling is well separated from the 
communication profiles. Therefore, application data can be easily transported over various media. 
The DLMS/ COSEM standard suite has been developed based on two strong and proven concepts: 
 

 Object modeling of application data  
 Open Systems Interconnection (OSI) model.  

 
This allows covering the widest possible range of applications and communication media. As the 
interface model is completely independent from the communication media, a wide choice of media 
can be used, without ever changing the model and the data management application of the data 
collecting system.  
 
While today, serial interfaces are supported, using DLMS/ COSEM over the Internet is already 
planned. At this time the protocol stack defined in the next secion allows to use DLMS/COSEM 
through direct connection via an optical or electrical port, via switched or leased telephone lines and 
over the GSM/ GPRS network. As the COSEM application layer is separated from the lower layers, 
it is easy to define any lower layer protocols, based on OSI to support any communication media. 
 
2.2.2 Communication profiles 
 
Communication profiles specify how the DLMS/COSEM AL and the COSEM data model 
modelling the Application Process (AP) are supported by the lower, communication media specific 
protocol layers. Communication profiles comprise a number of protocol layers. Each layer has a 
distinct task and provides services to its upper layer and uses services of its supporting layer(s). 
Each profile is characterized by the protocol layers included and their parameters. Figure 2.3.2.1 
shows a generic DLMS/COSEM communication profile. 
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Figure 7. A generic DLMS/COSEM communication profile 

 
The generic DLMS/COSEM communication profile shown in Figure 7 includes: 
 

 the COSEM object model modelling the Application Process. For each communication 
media, media-specific setup interface classes are specified; 

 the DLMS/COSEM application layer; 
 the DLMS/COSEM transport layer, present in internet capable profiles; 
 the convergence layers that bind the MAC layer to the DLMS/COSEM AL either directly or 

through the DLMS/COSEM transport layer; 
 the media specific physical and MAC layers; and 
 the connection managers. 

 
As shown in figure Figure 8, a single physical device may support more than one communication 
profile to allow data exchange using various communication media. In such cases it is the task of 
the client side AP to decide which communication profile should be used. 
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Figure 8. A DLMS/COSEM communication using two profile (GPRS and IPV4) 

 

2.3 Meters and More 

Meters and More is an advanced generation PLC communication protocol, in line with the 
European Commission’s Mandate 441 to achieve standardization across Europe.  
The communication protocol Meters and More, enables bidirectional data transfer in an Advanced 
Metering Infrastructure (AMI) system. Meters and More is a new generation protocol which 
leverages from the experience of Enel's Telegestore, the unique AMI solution in operation 
worldwide over 32 million customers. Meters and More powers the smart meters that Endesa is 
installing up to 13 million customers in Spain. Meters and More defines a large number of 
communication interfaces, supporting remote and local communication with the meter device as 
shown in Figure 9. 
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Figure 9. Meters and More supports remote and local communication with the meter devices 

 
 
At the same time as the birth of this Protocol, the Meters and More Association was founded by 
Enel and Endesa in 2010 to establish a European-wide standard for smart meters and associated 
services. It now has 42 members, including worldwide leading stakeholders, utilities, manufacturers 
and institutions representing the entire smart grid value chain. The main goal of the Association is 
to provide the industry with a proven open protocol for smart metering, and making available on an 
open basis and evolve the protocol specifications, certify compliance of new equipments and 
promote the protocol’s widespread diffusion.  
According to Meters and More, the recent decision of the Association to also support the 
DLMS/COSEM profile over the open Meters and More technology guarantees additional choice for 
the best utilization of the  PLC communication protocol provided by Meters and More in the 
growing market of Smart Meters in the world, where Meter & More protocol is the recognized 
leader in deployments and performances.  
Meters and More protocol is officially recognized for smart grid communications at CENELEC 
(CLC/TS 50568) offering utilities and vendors a standard solution that facilitates accurate meter 
reading and billing. 
 
As the name suggests, the Meters and More protocol can be used to connect more than just the 
meter.  Outside Europe, the technology is already being implemented in an important number of 
pilots, such as in Brazil, India, and the Philippines proving the capability of Meters and More 
technology in smart city applications and in the most severe and challenging LV network 
conditions.  
Optionally, Meters and More can support other metering application layers and related data models  
through dedicated convergence layers defined by the association, such as for example the 
DLMS/COSEM application layer (IEC 62056) previously described. 
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2.3.1 Meters and More communication architecture 
 
The main criteria that have led the development of Meters and More technology are efficiency, 
robustness and security of communications. These are ensured by the following features:  
 

 very short message exchanges, optimized for narrowband powerline and wireless 
communications;  

 use of a BPSK modulation the allows the communication to reach a coded bit-rate of 
4800bps;  

 optimization of communication paths;  
 support to a high level of encryption and authentication, by the use of symmetric key based 

128 bit AES algorithms;  
 automatic network configuration and management;  
 re-transmission management.  

 
Meters and More system covers the entire protocol stack, from the Physical layer to the Application 
layer, and is able to work on Powerline networks, Public Communication networks and local optical 
links. 
 
Its specifications protocol, named SMITP (Smart Metering Information and Telecommunication 
Protocol) is defined in the CLC/prTS 50568-4 and CLC/prTS 50568-4 documents. 
 
CLC/prTS 50568-4 specifies the B-PSK Physical and Data Link Layers for communications on LV 
distribution network between a master node (the Data Concentrator) and one or more slave nodes 
(Smart Meters and customer devices). 
 
The Data Link layer is designed in order to perform key functionalities such as repetition, data 
protection and optimization of media access. 
 

2.3.2 Meters and More communication profile 
 
The Smart Metering Information and Telecommunication Protocol (SMITP), by means of the 
document CLC/prTS 50568-8 specifies 4 communication profiles: 
 

 The Original-SMITP over B-PSK PLC profile. It refers to smart metering system 
specifications defined prior to the availability of the DLMS/COSEM over SMITP B-PSK 
PLC profile. 

 
 The Original-SMITP over IP profile, for the communication on a public network between 

the Central System and the Concentrator. 
 

 The Original-SMITP over IEC 62056-21 local data exchange profile. The Application layer 
of Original SMITP profile provides authentication functionality to ensures a high level of 
security and advanced features of network management, and accesses configuration 
parameters and measurement data defined in the Original SMITP data model. 
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 The DLMS/COSEM over SMITP B-PSK PLC profile. Within the preliminary works for the 
CENELEC standardization process, METERS AND MORE protocol evolved in order to 
include a DLMS/COSEM profile over the SMITP B-PSK modulation, in addition (and as a 
possible alternative) to the Original SMITP profile. It defines the use of the CLC/prTS 
50568-4 communication protocol and methods to access and exchange data modelled by the 
COSEM objects and interfaces of EN/IEC 62056-6-1 and 6-2 via the EN/IEC 62056-5-3 
application layer. This section forms part of the DLMS/COSEM suite as described in 
EN/IEC 62056-1-0 13/1548/CDV. 

 
With reference to the Figure 10, in the last communication profile are available the following 
features: 
 

 Three different physical media: PLC, Optical Port, IP over Public network 
 PLC and Optical Port share the same Data Link Layer 
 All share the same Application Layer and Data Model. 
 Additional Convergence Layer to adapt Meters and More DLL to the DLMS AL. 

 
 

 
Figure 10. Meters and More communication profile 

 
Meters and More declared goal is to also become a reference for real-time communication to 
customers, as well as smart grids and smart city applications. In the meantime have been 
implemented new features such as: 

 Segmentation & Reassembly 
 Service Access Point (SAP) addressing  

 
2.3.3 Meters and More data model principles 
 
Meters and More Data Model is based on tables: 

o Up to 256 tables are supported 
o Custom-defined tables are supported 
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Every row in a table is a record: 
o Client and Server are aware of the details (size, unit of measurements, allowed range, 

applicable actions, …) 
o Up to 256 rows in a table 
o  

Three actions can be applied to a row or to an entire table: 
o READ  -  WRITE – RESET 

 
Allows using a deeply optimized Application Layer: 

o Only 3 bytes Application Layer overhead (Action, Table #, Row #) 
 

2.4 G3 Protocol 

PLC architecture is public, open and non-proprietary, and specifications are structured to allow new 
entrants to deliver interoperable solutions. ST is a Principal Member of the PRIME Alliance. G3-
PLC is a smart-grid communication protocol with features that help ensure efficient use of 
frequency spectrum and high immunity to noisy channel conditions. The G3-PLC certification 
program, enables smart-meter producers to create high-performing and interoperable products. 
Adding further strength to its offer for smart-meter producers, ST already has a fully featured 
development ecosystem that enables a fast start for any project targeting the major protocol 
standards in use today including PRIME 1.4 and 1.3.6, G3-PLC, METERS AND MORE, and IEEE 
1901.2. The ecosystem provides protocol stacks, reference designs, hardware for prototyping 
single-phase or three-phase meters, and tools such as metrology-management software and drivers 
to support software integration. For further information, see chapter 8 

3  Substation communication choice:  physical layer and protocol. 
  
Communication technology plays an increasingly important role in the growing automated metering 
infrastructure (AMI) market. The previous chapters have shown an analysis of five communication 
technologies in the smart metering/substation context. The inspected protocols have been: IEC 
61850, LTE, Narrow Band IoT, DLMS/COSEM and Meters and More.  
 
By mapping the characteristics of the communication protocols between the substation and smart 
meter described in the previous chapters of this deliverable with the characteristics of the physical 
medium described here following will be possible to identify the final solution to be implemented in 
the demonstrator of the Flexmeter project. 
 

3.1 Comparing the physical medium 

From a physical point of view, the communication technologies evaluated are:  
 

 Power Line Communication, 
 Wireless Communication 
 Optical fiber Communication. 
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Figure 11. Communication technologies for substation – energy meters connectivity 

 
 
3.1.1 Power Line Communication 
 
Power Line Communication (PLC) is transmission of data and electricity simultaneously over 
existing power lines as an alternative to constructing dedicated communications infrastructure. PLC 
has become more important in recent years due to developments in technology, which enable PLC’s 
potential use for high speed communications over medium and low voltage power lines. However, 
there are still several technical problems and regulatory issues that are unresolved. Moreover, a 
comprehensive theoretical and practical approach for PLC is still missing and there are only a few 
general results on the substation – energy meters connectivity performance that can be achieved 
over the power line channel.  
 
As a result, commercially deployable, high speed, long distance PLC still requires further research 
efforts despite the fact that PLC might provide an alternative cost-effective solution to substation – 
energy meters connectivity problem. In the following, are explained both advantages and 
disadvantages of power line communication technologies for automation applications. 
 

   Power Line Communication advantages 

 
Extensive Coverage: PLC can provide an extensive coverage, since the power lines are already 
installed almost everywhere. This is advantageous especially for substations in rural areas where 
there is usually no 
communication infrastructure. 
 
Cost: the communication network can be established quickly and cost-effectively because it utilizes 
the existing wires to carry the communication signals. Thus, PLC can offer substations new cost-
saving methods for remotely monitoring power uses and outages. 
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  Power Line Communication disadvantages 

 
High noise sources over power lines: the power lines are noisy environments for data 
communications due to several noise sources such as electrical motors, power supplies, fluorescent 
lights and radio signal interferences. These noise sources over the power lines can result in high bit 
error rates during communication which severely degrade the performance of PLC. 
 
Capacity: new technological advances have recently enabled communication modem which 
achieves a total capacity of hundreds of Mbps in PLC. However, since power line is a shared 
medium, the average data rate per end user will be lower than the total capacity depending on 
coincident utilization, i.e., the number of users on the network at the same time and the applications 
they are using. Thus, possible technical problems should be comprehensively addressed with 
various field tests before the PLC technology is widely deployed. 
 
Open circuit problem: communication over the power lines is lost with devices on the side of an 
open circuit. This fact severely restricts the usefulness of PLC for applications especially involving 
switches, reclosers and sectionalizers. 
 
Signal attenuation and distortion: in power lines, the attenuation and distortion of signals are 
immense due to the reasons such as physical topology of the power network and load impedance 
fluctuation over the power lines. In addition, there is significant signal attenuation at specific 
frequency bands due to wave reflection at the terminal points. Therefore, the communication over 
power lines might be lost due to high signal attenuation and distortion. 
 
Security: there are some security concerns for PLC arising from the nature of power lines. Power 
cables are 
not twisted and use no shielding which means power lines produce a fair amount of Electro 
Magnetic Interference (EMI). Such EMI can be received via radio receivers easily. Therefore, the 
proper encryption techniques must  be used to prevent the interception of critical data by an 
unauthorized person. 
 
 
3.1.2 Optical Fiber Communication 
 
Optical fiber communication systems offer significant advantages over traditional copper-based 
communication systems. In electric system automation, an optical fiber communication system is 
one of the technically attractive communication infrastructures, providing extremely high data rates. 
In addition, its Electro Magnetic Interference (EMI) and Radio Frequency Interference (RFI) 
immunity characteristics make it an ideal communication medium for high voltage operating 
environment in substations.  
 
Furthermore, optical fiber communication systems support long distance data communication with 
less number of repeaters2 compared to traditional wired networks. This leads to reduced 
infrastructure costs for long distance communication that substation monitoring and control 
applications demand.  
Although optical fiber networks have several technical advantages compared to other wired 
networks, the cost of the optical fiber itself is still expensive to install for electric utilities. However, 
the enormous bandwidth capacity of optical fiber makes it possible for substations to share the 
bandwidth capacity with other end users which significantly helps to recover the cost of the 
installation.  
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In this respect, optical fiber communication systems might be cost-effective in the high speed 
communication network backbone since optical fibers are already widely deployed in 
communication network backbones and the cost is spread over a large number of users. As a result, 
fiber optic networks can offer high performance and highly reliable communication when strict QoS 
(Quality of Service) substations communication requirements are taken into account. In the 
following, are described both advantages and disadvantages 
of optical fiber communication for automation applications. 
 
 

 Optical fiber communication  advantages 

 
Capacity: extremely high bandwidth capacity of optical fiber communication can provide high 
performance communication for automation applications. In addition, very low bit error rates 
(BER=10-15) in fiber optic communication are observed. Due to high bandwidth capacity and low 
BER characteristics, optical fiber is used as the physical layer of the Ethernet networks. 
 
Immunity characteristics: Optical fibers do not radiate significant energy and do not pick up 
interference from external sources. Thus, compared to electrical transmission, optical fibers are 
more secure from tapping and also immune to EMI/RFI interference and crosstalk. 
 

     Optical fiber communication disadvantages 

 
Cost: although fiber optic networks possess several technical advantages, the cost of its installation 
might 
be expensive in order to remotely control and monitor substations. However, fiber optic networks 
might be 
a cost-effective communication infrastructure for high speed communication network backbones, 
since optical fibers are already widely deployed in the communication network backbones and the 
cost is spread over a large number of users. 
 
 
3.1.3 Wireless Communication 
 
Several wireless communication technologies currently exist for electric system automation. When 
compared to conventional wired communication networks, wireless communication technologies 
have potential benefits in order to remotely control and monitor substations, e.g., savings in cabling 
costs and rapid installation of the communication infrastructure. On the other hand, wireless 
communication is more susceptible to Electro Magnetic Interference (EMI) and often has 
limitations in bandwidth capacity and maximum distances among communication devices. 
Furthermore, since radio waves in wireless communication spread in the air, eavesdropping can 
occur and it might be a threat for communication security.  
 
Electric utilities exploring wireless communication options have two choices: 
 

1. utilizing an existing communication infrastructure of a public network, e.g., public cellular 
networks,  

2. installing a private wireless network. 
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Utilizing an existing communication infrastructure of a public network might enable a cost-effective 
solution due to the savings in required initial investment for the communication infrastructure. On 
the other hand, private wireless networks enable electric utilities to have more control over their 
communication network. However, private wireless networks require a significant installation 
investment as well as the maintenance cost. In electric system automation, wireless communication 
technology has already been deployed. 
 
Short Message Service (SMS) functionality of the digital cellular network has been applied in order 
to remotely control and monitor substations. The control channel of the cellular network is also 
utilized in some alarm-based substation monitoring cases. However, both of these communication 
technologies are suited to the applications that send a small amount of data and thus, they cannot 
provide the strict Quality of Service (QoS) requirements that real time substation monitoring 
applications demand. In the following are describe both advantages and disadvantages of wireless 
communication technologies. 

 Wireless communication advantages 

 
Cost: utilizing an existing wireless communication network, e.g., cellular network, might enable a 
cost-effective solution due to the savings in required initial investment for the communication 
infrastructure. In wireless communication, cabling cost is also eliminated. 
 
Rapid Installation: the installation of wireless communication is faster than that of wired networks. 
Wireless communication provides more flexibility compared to wired networks. Within radio 
coverage, communication entities can start to communicate after a short communication 
infrastructure installation. 
 

 Wireless communication disadvantages 

 
Limited Coverage: private wireless networks provide a limited coverage. On the other hand, 
utilizing existing public wireless network, e.g. cellular network, can support much more extensive 
coverage compared to wireless local area networks. However, some geographical areas, e.g., remote 
rural locations, may still not have any wireless communication services. 
 
Capacity: wireless communication technologies provide typically lower QoS compared to wired 
communication networks. Due to limitations and interference in radio transmission, a limited 
bandwidth capacity is supported and high bit error rates (BER) are observed in communication. In 
addition, since wireless communication is in a shared medium, the application average data rate per 
end user is lower than the total bandwidth capacity. Therefore, each level in the communication 
protocol stack should adapt to wireless link characteristics in an appropriate manner, taking into 
account the adaptive strategies at the other layers, in order to optimize network communication 
performance. 
 
Security: wireless communication poses serious security challenges since the communication 
signals can be easily captured by nearby devices. Therefore, efficient authentication and encryption 
techniques should be applied in order to provide secure communication.  
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3.2 Comparing the protocols 

The five communication protocols previously analyzed (IEC 61850, LTE, Narrow Band IoT, 
DLMS/COSEM and Meters and More), are here following compared with respect to qualitative 
criteria. 
 
3.2.1    IEC 61850 protocol advantages 
 
Use of a Virtualized Model: the virtualized model of logical devices, logical nodes, ACSI, and 
CDCs enables definition of the data, services, and behavior of devices to be defined in addition to 
the protocols that are used to define how the data is transmitted over the network. 
 
Use of Names for All Data: every element of IEC 61850 data is named using descriptive strings to 
describe the data. Legacy protocols, on the other hand, tend to identify data by storage location and 
use index numbers, register numbers and the like to describe data. 
 
All Object Names are Standardized and Defined in a Power System Context: the names of the data 
in the IEC 61850 device are not dictated by the device vendor or configured by the user. All names 
are defined in the standard and provided in a power system context that enables the engineer to 
immediately identify the meaning of data without having to define mappings that relate index 
numbers and register numbers to power system data like voltage and current. 
 
Devices are Self-Describing: client applications that communicate with IEC 61850 devices are able 
to download the description of all the data supported by the device from the device without any 
manual configuration of data objects or names. 
 
High-Level Services: ACSI supports a wide variety of services that far exceeds what is available in 
the typical legacy protocol. GOOSE, GSSE, SMV, and logs are just a few of the unique capabilities 
of IEC 61850. 
 
Standardized Configuration Language: SCL enables the configuration of a device and its role in 
the power system to be precisely defined using XML files. 
 
 
3.2.2 IEC 61850 protocol  disadvantages 
 
The critical nature of protection switching within substations was one of the principal challenges 
addressed in the development of IEC 61850 network protocols and related network design 
guidelines. With the definition of GOOSE messages (Generic Object Oriented System-wide Event 
messages), it was possible to directly map these time-sensitive messages into Ethernet, bypassing 
the protocol overhead of TCP/IP protocols. Nevertheless, GOOSE implementation still requires 
some tricky system configuration and has direct impact on device configuration. Then the 
configuration process of GOOSE at system level remains still vendor-dependent, and will still rely 
on vendor’s tool. This doesn’t mean that two GOOSE devices won’t 
interoperate, but this means that in case of GOOSE message implementation between two devices 
from two different manufacturers will force to manually ensure the consistency of the two GOOSE 
“systems” of the two vendors. 
 
3.2.3 LTE protocol advantages 
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There are several advantages of Long Term Evolution (LTE) compared to other communication 
protocols. The first and also the main advantage of LTE is that it decreases the traffic 
communications while sending data. LTE also allows more users to use the same frequency in a 
cell, which resulting in increment of Mobile Broadband users. The third advantage is LTE offers 
faster data rate transfer which in higher download and upload rate, When the rates is increase, it will 
also reduce the problem of lagging in internet connection. Summarizing, the advantages are: 
 

 Peak download rates up to 299.6 Mbit/s and upload rates up to 75.4 Mbit/s 
 Improved support for mobility, exemplified by support for terminals moving at up to 350 

km/h or 500 km/h depending on the frequency band. 
 Increased spectrum flexibility: 1.4 MHz, 3 MHz, 5 MHz, 10 MHz, 15 MHz and 20 MHz 

wide cells are standardized. 
 Supports at least 200 active data clients in every 5 MHz cell. 
 Support for cell sizes from tens of metres radius (femto and picocells) up to 100 km radius 

macrocells. In the lower frequency bands to be used in rural areas, 5 km is the optimal cell 
size, 30 km having reasonable performance, and up to 100 km cell sizes supported with 
acceptable performance. In city and urban areas, higher frequency bands (such as 2.6 GHz 
in EU) are used to support high speed mobile broadband. In this case, cell sizes may be 1 km 
or even less 

 Users can start a call or transfer of data in an area using an LTE standard, and, should 
coverage be unavailable, continue the operation without any action on their part using 
GSM/GPRS or W-CDMA-based UMTS or even 3GPP2 networks such as cdmaOne or 
CDMA2000) 

 
3.2.4 3LTE protocol disadvantage 
 
There are not specific protocol disadvantages in LTE; however there are some drawbacks related to 
the economic nature of the solution, such as for example: 
 

 Some operators have to invest in new backhaul. (In a hierarchical telecommunications 
network the backhaul is the portion of the network comprises the intermediate links between 
the core network, or backbone network and the small subnetworks at the "edge" of the entire 
hierarchical network). 

 LTE recommends to reduce cell size. So, investment cost will increase.  
 
 
3.2.5 Narrow Band IoT protocol advantages 
 
NB-IoT protocol allows secure, stable, and robust connectivity. It is a standardized solution with a 
large economy of scale and easy integration into an existing environment, essential for electricity, 
gas and water meters communication. Moreover NB-IOT protocol, will provide improved indoor 
coverage, support of massive number of low-throughput things, low-delay sensitivity, ultra-low 
device cost, lower device power consumption, and optimized network architecture. The technology 
can be deployed in-band, utilizing resource blocks within normal LTE carrier, or in the unused 
resource blocks within a LTE carrier’s guard-band, or standalone for deployments in dedicated 
spectrum. The technology is also particularly suitable for the reforming of GSM channels. 
 
3.2.6  Narrow Band IoT protocol disadvantage 
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There are not explicit disadvantage, but still some details on the technology proposal to be finalized. 
NB-IOT will deliver narrowband operation with 180 kHz bandwidth for both the downlink and 
uplink. The downlink will be OFDMA with two options for numerology being considered. On the 
uplink, two different options are being considered—FDMA with GMSK modulation and/or SC-
FDMA. The 3GPP expects to finalize these options in the RAN Plenary meeting planned for 
December in order to ensure NB-IOT is a part of the Release 13 specification expected to be 
finalized early in 2016. 
 
3.2.7 DLMS/COSEM protocol advantages 
 
DLMS/COSEM includes authentication and confidentiality services based on symmetric 
encryption. The DLMS client can access the interface object model inside the server. Once an 
association exists the DLMS server is also able to send notifications to the client without an explicit 
request. DLMS/COSEM supports clock synchronization and transmission of measurement profiles.  
 
3.2.8 DLMS/COSEM protocol advantages 
 
At today, the protocol does not allow the use of TLS/SSL which could realize these services with 
asymmetric keys. Support for asymmetric encryption is being worked on by CENELEC in WG 02 
of TC 13. So far DLMS/COSEM neither supports the transmission of digital signatures with 
measurement data nor a  firmware download. Both will be supported in the future. 
 
 
3.2.9 Meters and More protocol advantages 
 
A first advantage is that Meters and More is an “open protocol” for PLC communication in smart 
metering. METERS AND MORE system covers the entire protocol stack, from the Physical layer to 
the Application layer, and is able to work on Powerline networks, Public Communication networks 
and local optical links. The Data Link layer is designed in order to perform, in excellent way, key 
functionalities such as repetition, data protection and optimization of media access. 
 
 
 
3.2.10 Meters and More protocol disadvantages 
 
There are not explicit disadvantage, but the protocol it must be able to optimize communication in 
the CENELEC A band (35 kHz to 91 kHz). While the A band is free, it is quite noisy, so the 
protocol has had to be tuned to provide reliability, and it has to guarantee a rate of 4.8 kbit/s, which 
is similar to what can be achieved in practice by other more promising modulation technologies in 
the A band.  
 

3.3 The final choice for the Flexmeter demonstrator 

 
The Table 2 summarizes the physical and the  protocol aspects described in the previous chapters. 
Crossing over the advantages and disadvantages of each technology, it is possible to make a final 
choice between them.  
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Table 2. comparison between technologies and protocols candidates to use in the Flexmeter 
demonstrator. 

Networking 
Technology 

Advantages Disadvantages Networking 
Protocol 

Power Line 
Communication 
(PLC) 

Physical in place 
Extensive Coverage 
Very low cost. 

High noise sources over 
power lines, Capacity,  
Signal attenuation and 
distortion. 

 

Optical Fiber Bandwidth/Latency Cost/Time to deploy 
Wireless 
communication 

Low Cost 
Rapid Installation 

Limited Coverage, 
Capacity, Security 

 Use of a Virtualized Model, 
Use of Names for All Data, 
Devices are Self-Describing, 
High-Level Services, 
Standardized Configuration 
Language.  

GOOSE implementation 
still requires some tricky 
system configuration and 
has direct impact on 
device configuration.  

IEC 61850 

LTE is designed to provide 
multimegabit bandwidth, 
more efficient use of the radio 
network, latency reduction, 
and improved mobility.  

There are not specific 
protocol disadvantages in 
LTE; however there are 
some drawbacks related 
to the economic nature to 
implement this solution. 

LTE 

NB-IoT protocol allows 
secure, stable, and robust 
connectivity. It improves 
indoor coverage, support of 
massive number of low-
throughput things, low-delay 
sensitivity, ultra-low device 
cost, lower device power 
consumption, and optimized 
network architecture. 

There are not explicit 
disadvantage, but still 
some details on the 
technology proposal to 
be finalized. NB-IOT is a 
part of the Release 13 
specification expected to 
be finalized early in 
2016. 

Narrow Band 
IoT 

DLMS server is also able to 
send notifications to the client 
without an explicit request. 
Moreover it supports clock 
synchronization and 
transmission of measurement 
profiles. 

So far DLMS/COSEM 
neither supports the 
transmission of digital 
signatures with 
measurement data nor a  
firmware download. 

DLMS/COSEM 

The Data Link layer is 
designed in order to perform, 
in excellent way, key 
functionalities such as 
repetition, data protection and 
optimization of media access. 

The protocol isn’t still to 
be able to optimize 
communication in the 
CENELEC A band (35 
kHz to 91 kHz, quite 
noisy). 

Meters and More

 G3-PLC is a smart-grid 
communication protocol with 
features that help ensure 
efficient use of frequency 

Low data rate, but 
sufficient for the chosen 
application 

G3 
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spectrum and high immunity 
to noisy channel conditions. 
The G3-PLC certification 
program, enabling smart-
meter producers to create 
high-performing and 
interoperable products. 

 
 
 
Conclusions: The comparison shown in Table 2 has shown that no single protocol is superior in all 
aspects. This analysis and comparison has shown, however, that PLC and IEC 61850 clearly 
outperform the rest. For this reason, taking into account the demonstrator described in Flexmeter 
deliverable D1.4 “Report on pilots description”, PLC technology was chosen, whose 
implementation using PLM (Power Line Modem) is described in the following chapters. 

4 Components Design  Customization for Flexmeter:  Specification 

This part is still missing as the specification of the final Smart Meter has to be finalized and 
validated as explained in the Executive Summary. 

4.1 System specification 

4.1.1 Electrical requirements 
4.1.2 Functional Requirement 
4.1.3 HW deployment in the demonstrators 

 

ST is supporting 150 new boards design out of the development of 200 prototype solutions 
foreseen by the DSOs. ST is also is facilitating the purchasing from the final manufacturer, taking 
advantages of its networking. The development will be compliant with the specifications 
established in T1.1.  Two prototype STCOMET evaluation boards have been sent by ST to IREN, 
for preliminary study. ST will provide the STCOMET firmware library, as it is (most probably 
version 2.8 - G3 firmware separation) and basic customization for data sampling at 1 Hz.  ST will 
also provide an example of basic communication between concentrator and smart meter, plus a 
dedicated GUI, that includes a set of APIs to query the meter. 

4.1.4 Other requirements 
 

 

5 System description at substation level 
 

5.1 Mono phase and 3-Phase Meter characteristics 

The mono phase meter is composed of: 
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 Motherboard:  EVLKSTCOMET10-1 

The 3-Phase Meter is composed of: 

 Motherboard:  EVLKSTCOMET10-1 
 daughter board: EVLSTPM34 

The STCOMET is used to monitor one of the three phases and STPM34 is used for the others. 

 

5.1.1 STCOMET and EVLKSTCOMET10-1  
 

The STCOMET is a device that integrates a narrow-band power line communication (NB-PLC) 
modem, a high-performance application core and metrology functions. 
The STCOMET10 is a single device integrating a flexible power line communication (PLC) modem 
with a fully embedded analog front end (AFE) and a line driver, a high performance 3-channel 
metrology function and a Cortex ™ -M4 application core.  
The PLC modem architecture has been designed to target the EN50065, FCC, ARIB compliant PLC 
applications. Together with the application core, it enables the STCOMET to support the PRIME, 
G1, G3, IEEE 1901.2, METERS AND MORE and other narrow-band PLC protocol specifications. 
The metrology sub-system is suitable for the EN 50470-1, EN 50470-3, IEC 62053-21, IEC 62053-
22 and IEC 62053-23 compliant class1, class0.5 and class0.2 AC metering applications. 

 

Figure 12. STCOMET block diagram 

The EVLKSTCOMET10-1 is a development kit for the STCOMET platform, exploiting the 
performance capability of the full-feature STCOMET10 device.  
With this development kit, it is possible to evaluate a complete single phase smart meter with PLC 
connectivity.  
The performance of the metering and application functions could be evaluated along with the PLC 
transmitting and receiving performance.   
The PLC line coupling interface is designed to allow the STCOMET device to transmit and receive 
on the AC mains line using any narrow-band PLC modulation (single carrier or OFDM) up to 500 
kHz, mainly for automatic meter reading (AMR) applications. 
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The kit is made of three modules:  
 STCOMET main board 
 LCD module  
 power supply board based on the VIPER26H 

 
 
However, for convenient use without applying the mains voltage (mainly for software development) 
the STCOMET main board could be used without the VIPER26H power supply. In that case, the 
STCOMET main board can be supplied with an external 15 V DC source. 
 
 

 
Figure 13. EVLKSTCOMET10-1 kit modules 

 
 
The STCOMET development kit provides an SPI interface and general purpose signals on the LCD 
module, for connection to STPM34 metrology boards in order to build a 3-phase meter 
development kit. 
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Figure 14. Motherboard ‐  EVLKSTCOMET10‐1 
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The STCOMET main board is composed of the following sections: 

 STCOMET device section 
– Serial non-volatile memories 
– Boot mode configuration via DIP switches 
– 24 MHz and 32 kHz oscillators 
– Decoupling capacitors 
 RTC backup battery 
 Line coupling section, including four subsections: 

– Configuration network for the integrated line driver 
– Reception filter 
– Power line coupling 
– Zero crossing coupling 
 Metrology section 

– Shunt connection on the line 
– Current transformer (CT) for the neutral 
– Voltage measurement (line - neutral) 
 Line breaker driver section 
 On-board power supply: 

– Configuration jumpers 
– Embedded regulator for single DC supply mode 
 JTAG debug section 

– J-Link on-board accessible via isolated USB 
 2 UARTs over isolated USB 

– Enhanced and standard COM ports 
 Module interface connector. 

 

Figure 15. STComet main board 
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The board has also the following external connections or control: 

 AC mains (line and neutral)  
 Line breaker connector to control external relay 
 Reset button and LEDs 
 Configuration jumpers. 

 

5.1.2 METROLOGY SECTION 
 
The STCOMET integrates the metrology function, which includes a 3-channel AFE with 24-bit 
sigma-delta converters and a dedicated DSP.  
The STCOMET implements all the features needed for a single-phase energy meter, providing 
effective measurement of the active and reactive energy, Vrms, Irms, instantaneous voltage and 
current. 
In the STCOMET development kit, the three metrology input channels are mapped as follows: 

 Channel METR_VP / METR_VN for measuring the mains voltage 
 Channel METR_IP / METR_IN for measuring the current through a shunt sensor 
 Channel METR_AP / METR_AN for measuring the current through a current transformer 

sensor. 
 
The metrology LED0 and LED1 on the LCD module (Errore. L'origine riferimento non è stata 
trovata.) are blinking according respectively to the cumulative active power and reactive power. 
 
 

 
Figure 16. LCD Module 

 
Current measurement 
 
Anti-aliasing filters are implemented between the shunt, current transformer and the STCOMET for 
distortion reduction caused by sampling. 
 
 
Voltage measurement 
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A resistor divider is used as a voltage sensor.  
The resistor divider is separated into four in series 1% resistors which ensure robustness against a 
high voltage transient. This also reduces the potential across the resistors, thereby decreasing the 
possibility of arcing. 
The STCOMET kit also allows using the channel METR_AP / METR_AN for a second voltage 
measurement if necessary, for example to monitor the mains voltage after the line breaker.  
 
 
Three-phase metrology evaluation 
 
The STCOMET development kit provides an SPI/UART interface (J2 connector) and general 
purpose signals (J3 connector) on the LCD module  (Figure 16. LCD Module) to connect STPM34 
metrology boards in order to build a three-phase meter development kit.  
Errore. L'origine riferimento non è stata trovata. reports the J2 and J3 pin out plus the 
configuration jumpers to select between the UART and SPI connection to the external STPM34 
board.  
 

 

Figure 17. EVLKSTCOMET10-1 connectors for STPM34 

 

STCOMET I/O section 
On the STCOMET main board, the I/O section provides the following features: 

 External access through several interface types: USB, SPI, I2C, USART, JTAG, CAN 
 Use up to 86 GPIOs 
 Control LCD display 
 Use up to 6 ADC channels 
 Control STPM34 extension boards for three-phase metering 
 Manage tamper events 
 Manage metrology LEDs 

 

LCD module description (see Errore. L'origine riferimento non è stata trovata.) 
On the top of the STCOMET main board, the LCD module provides: 

 LCD display for metering and application information 
 LED0 and LED1 for energy measurement 
 TPA and TPB buttons to simulate tamper events 
 P1 and P1 buttons for any application menu (on LCD) 
 All GPIOs and ADC signals accessible thanks to strip connectors 



FLEXMETER 646568       H2020-LCE-2014-3 
 D3.3  Report on interface design between energy meters and the sub station  

 Extension connectors plus 2 metering LEDs for three-phase metering configuration 
 IrDA interface 

 

 

 

5.1.3 EVALSTPM34 
 

The daughter board is EVALSTPM34, as shown below: 
 
 
 
 
 

 

 

 

 
 
 
Description 
 
The STPM34 evaluation board is a class 0.2, dual-phase meter with 2 CTs for power line systems. 
Measured active/reactive power can be output from two programmable LEDs on the board.  
The board can be interfaced with a PC running evaluation software through an isolated RS232 port, 
or through the STEVAL-IPE023V1 USB isolated interface tool for configuration and data reading. 
The board also has SPI/UART pins available to interface a microcontroller for application 
development. 
 
Features 
 

 0.2% accuracy dual or split-phase meter 
 Vnom(RMS) = 140 to 300 V 
 Inom/Imax(RMS) = 5/100 A  
 fline = 50/60 Hz ± 10% 
 Connector for USB isolated hardware programmer tool STEVAL-IPE023V1 and PC GUI 
 RS232 and UART isolated connectors to PC GUI 
 SPI/UART switch for device peripheral selection 
 2 programmable LEDs on board 
 Digital expansion to external system-on-chip or MCU 
 3.3 V power supply: external or through STEVAL-IPE023V1 isolated USB board 
 IEC61000 standard compliant 
 RoHS compliant 

Figure 18. EVALSTPM34: Daughter board with STPM34
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Metrology  
Current sensing is performed by CT, while voltage is sensed by voltage dividers. The 
EVALSTPM34 board has two currents and two voltage channels.  

LED  
Two LEDs are connected to programmable LED pins of the device.  
 
Clock  
Clocking is provided to the board through 16 MHz quartz. Resistor and capacitors are used to filter 
noise.  
 
Voltage reference  
The STPM34 device embed two internal independent voltage references.  
 
Connection to the line  
The board can be connected to line voltage and current in several ways, as shown in below pictures.  
Please note that, in boards using shunt, the shunt is at the same potential of voltage neutral 
connector and therefore it is at the same potential of the board GND. When isolated power sources 
are used or phantom loads, this is not important. In case of connection to the mains, this has to be 
taken into account since, according to the wire connected to the shunt, the board GND may be 
either at the 0 or 230 V potential. 

 

 

Figure 19. Board connection to phantom load, dual-phase system 

 

5.2 Flexmeter 3-Phase Approach 
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The 3ph approach with isolated CT (Current Transformer) current sensing is performed as 
described: 

• The COMET is connected through a CT to the phase  L1 

• STPM34 is used to sense the other phases L2 and L3 

• Neutral sensing is done through CT (if necessary) 

• STPM34 are connected through UART or  SPI 

• STPM34 is connected through ZCR and INT1/INT2 pins for events and zero crossing 
interrupts 

• For sampling synchronization, COMET can deliver the dedicated 16MHz Clock signal to 
the STPM34 

• Post processing of the three phase cumulative information is done in the COMET Cortex-
M4 

 

 

Figure 20. Phase approach 
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5.3 Phase Concentrator  

-Phase Concentrator characteristics 

The concentrator, is the same EVLKSTCOMET10-1, with three external buffer to transmit PLC on 
a 3 Phases AC network 

Power line interface section 

The line coupling section is composed of four different sub-sections:  
 line driver 
 line coupling,  
 reception filter 
 zero crossing coupling 

 
Both transmission and reception paths are fully differential.  
 

5.3.1 PLC coupling circuit description 
 

The proposed solution uses the STCOMET internal line driver, connected in differential 
configuration to one PLC coupler transformer that is then driving three identical coupling interfaces 
in parallel; there is one series L-C filter for each phase, and a common neutral point. Dedicated 
protection devices are present on each phase as well. 

One key point to take into account is the power dissipation of the line driver when driving low loads 
(so requiring high current sourcing). In order to minimize the power dissipation into STCOMET, a 
transformer ratio of 1.5:1 has been selected to reduce the current sourced by the line driver 
(secondary side of the transformer) while keeping the current requirements on loads. 

The voltage on the load (primary side of transformer) is then reduced, but keeping enough voltage 
margin on line driver output to sustain the power requirement on the load. 

 

Figure 21. Phase coupling interface block diagram 
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5.4 Architectures and connections 

 

BUILDING 

In the building, monophase meters are installed for each flat. The concentrator is composed of an 
IREN and ST integrated boards. It collects data (sampled per second) that will be accumulated in a 
memory. The data in memory will be sent to the Central System, with a frequency to be evaluated 
depending on the parameter. 

SUBSTATION 

In the substation, three phase Meter is installed. Data (sampled per second) will be stored in 
memory and sent, trough router/modem, to different frequency (depending on the data): for 
example, some data sent will be sent to Cloud at the end of the day. 

 

Figure 22. Scenario 

 

Building topology 

 

Mono phase meter is connected to data concentrator through an external buffer to transmit PLC 3-
Phases AC network:   
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Figure 23. Building: STMeter-STConcentrator Connections 

 

Figure 24. External buffer to transmit PLC 3-Phases AC Network 

 

5.5 Substation topology 

The 3-phase meter is composed of EVALKSTCOMET10 with EVALSTPM34 to perform 
measurement on the 3 phases. 

The meter is connected to router through serial transmission interface: 
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Figure 25. Substation: Meter 3-phase 

 

6  STCOMET Firmware description 
 
STCOMET RTOS Firmware project integrates around FreeRTOS Real Time Operating System a 
basic metrology application as well as a communication application running on top of a PLC 
library. 
The project is also organized into 4 independent binaries that implements FW separation needed in 
the context of a smart meter. 
 

6.1  Feature list 

The RTOS build integrates the following features: 
 Generic services 

o All services based on FreeRTOS are available 
 Tasks and queues creation 
 Messages send and receive 
 Binary and counting semaphores give and take 
 Timers creation, start and stop 

o A command parser (called MNSH) that allow to interact with the target using a 
simple terminal tool 

o A common service for traces (RTOS and PLC traces) 
 STCOMET platform drivers 

o Drivers for all peripherals embedded in the STCOMET 
 Metrology section 
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o A basic application is integrated. It computes active, reactive and apparent power. It 
also cumulates active, reactive and apparent energy. All these values can be 
displayed on the platform LCD. The 2 “UP” and “DOWN” buttons are used to scroll 
through various metrology values. 

 PLC G3 protocol stack 
o G3 PLC library (ADP/MAC/PHY) 
o IPv6 including ICMPv6 that is used for certification 
o UDP responder that is also used for certification 
o Host interface to interact between PLC GUI tool and embedded PLC firmware 

 

 

Figure 26. RTOS tasks and modules 

6.2 Firmware architecture 

STCOMET is an integrated solution with a single micro-controller that handles metrology, PLC and 
generic applications. 
To provide a flexible firmware solution, these requirements are taken into account 

 for flexibility the firmware update is handled separately for each subsystem: 
o Metrology part 
o PLC part 
o Application part 

 protect the metrology part by ensuring a separation between “legal” part and “non-legal” 
part 

 
As “legal” it is meant all firmware code and data linked to metrology, especially what is relative to 
customer billing. As “non-legal” it is meant all that parts not strictly legal, as the PLC firmware. 
From these requirements, and given that all the tasks run on the same processor, a specific FW 
architecture has been implemented. The build has been split into four different independent binaries 
as shown on the picture below. 
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Figure 27. Binary separation 

 
The default way of communication between various binaries is through RTOS messaging. When 
any of LEGAL, NON LEGAL or PLC binary needs a service from GENERIC (RTOS service, 
driver access, …), it invokes the unique RunService API. As a first approach, the various services 
can be split into the following categories: 

 RTOS service 
o Create task/queue, send or receive messages 
o Create/start/stop OS timers 
o Take semaphore 

 Drivers services 
o Register (and update) GPIO, interrupts, USARTs, GPTs 

 Device drivers service 
o Access EEPROM, serial SPI Flash, NVRAM 
o Print on LCD 

 Debug services 
o Perform traces 
o Print through MNSH 

 Miscellaneous services 
o Get miscellaneous data (Rand, SystemTime,…) 
o Put miscellaneous data (RTE version) 

During boot the following happens: 
 

 Reset vector (as well as all exception and interrupt vectors) is part of the GENERIC binary 

 GENERIC binary performs its initializations 
o generic HW initializations 
o generic SW initializations 
o it creates BG and MNSH tasks (as well as RTOS minimum tasks like IDLE and 

TIMER tasks) 
o it starts RTOS scheduler 
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 BG task is the lowest priority task in GENERIC, then it is the last one to be scheduled at 
start up. Then BG task is scheduled, it means that all initializations of GENERIC are 
completed. Then from BG task the other binaries are started 

o This is done by invoking the EntryPoint for each binary one by one 
o In each EntryPoint function, each binary performs: 

 its initializations (memory for RW data, HW or SW specific initialization) 
 the creation of its tasks 

o the binaries are started in the following order 
 LEGAL 
 PLC 
 NON LEGAL 

 
In case of FW upgrade for PLC or NON LEGAL binaries, the following happens: 

 The tasks related to these binaries are deleted  
 In order to avoid system lock up, any message sent to a deleted task is discarded. 
 The new binary FW is copied from external SPI flash to embedded flash 

o We assume that the new FW was previously received and stored in SPI flash 

 The new binary is started by invoking EntryPoint 
o Once started, the system is back to normal operation 

If we assume that the overall system is composed of 2 parts, the “legal part” and the “non-legal 
part”, 
we have the following mapping: 

 GENERIC and LEGAL binaries compose the “legal part” 
 PLC and NON LEGAL binaries compose the “non-legal part” 

 
For details on the functionalities implemented by each binary module of  
, please refers to [8].  
In the following sections, it will be described all the firmware parts that will be customized to match 
the FLEXMETER application requirements. 
 

6.3  Metro application overview 

 
The basic metrology application performs the following: 
Once started by pressing on P1 or P2 buttons, the welcome message on LCD display is replaced by 
metrology data display. P1 and P2 are used to scroll up and down through the following data: 

 Active energy (cumulated energy and expressed in Wh) 
 Reactive energy (cumulated energy and expressed in VARh) 
 Apparent energy (cumulated energy and expressed in VAh) 
 Active power (expressed in W) 
 Reactive power (expressed in VAR) 
 Apparent power (expressed in VA) 

 
The data is refreshed every second. The diagram below shows interaction between METRO task 
and other tasks in the system. 
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Figure 28. METRO task messages flow 

 

6.4  Customization of METRO task  

 
In the original firmware, metro task does not store any data measured by the metrological section in 
its internal memory buffer.  
RTOS messages access the metro peripheral registers, where the metrological data are computed, to 
send them to a LCD mounted on the ST-COMET board. 
In the Flexmeter context instead, measured data must be stored in a memory buffer structure to let 
them available when required, for instance by an external reading unit (a data concentrator, for 
instance). 
At this purpose, metro task has been modified consequently. 
Metrological data buffering is managed by using an array of structured data (organized as a ring 
buffer) of type ‘metro_data_store_t’ and a second structured data to manage the accesses in read 
and write into this array:  
 

‐ a first structured data is used to store the metrological data (coming from the metro 
peripheral registers). Its fields are the active, reactive and apparent energy and power. 
Additional field ‘Time stamp’ is used to store the exact time data were sampled.  
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‐ the other structure is used to manage the ring buffer. It is composed by three fields: the first 
is a pointer to a metro_data_store_t structure, while the other two are indexes used to access 
to the buffer elements, head and tail. 

 
 
 

 
 
 
These structural data types have been defined in the metroTask.c module. 
In the next two paragraphs, the ring buffer filling and emptying mechanisms will be shown. 
 
6.4.1 Writing a new data into the ring buffer 
 
The mechanism of adding a new data, under the hypothesis the array is not full, is coordinated by an 
RTOS timer, defined in the metro task. 
This timer has been designed to execute a callback function every second. In this function, the 
purpose is to read metrological data from internal registers of COMET and store them in the ring 
buffer, at the first available location inside the array. This location is pointed by ‘Head’ index 
variable. 
Some controls have been implemented to check whether the buffer is full or not. 
In the first case the new data will overwrite the oldest one, elsewhere array filling process follows 
an ascendant order. 
The below figure shows what it happens when the array is full and a new data needs to be stored in 
it. In this case newest data will overwrite the first element of the array, and Tail index will be 
shifted by one unit. 
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The ring buffer data reading procedure is dual to that implemented for the writing. Every time a 
data reading is required, the element stored in the tail of the buffer is read. Data reading causes a 
shifting of one position of the tail index. In Figure 30 let’s consider the condition on which the array 
is filled till the n-th position. Data 0 is the element pointed by the tail of the buffer that has to be 
read. After the reading, the tail will be shifted of one position, so pointing to Data 1, the new 
element provided in the next reading operation. 

 
 
 
 
 
 
 
 

 
 
 
 
 
 
 

 
 

6.5 NON_LEGAL binary 

NON_LEGAL binary contains applications and software components that runs above PLC layers 
and that do not belong to the “legal” part. Among these components, it can be found what is 
required to pass the various G3-PLC conformances. 
As a matter of fact, the G3-PLC conformance test suite specification assumes that the software 
solution of the “Implementation Under Test” (IUT), i.e. STCOMET, embeds an IPv6 stack and an 
UDP loopback above the G3-PLC communication stack. 
The IPv6 stack provided in the STCOMET FreeRTOS SW solution is not an in-house solution but 
rather an open source solution. Thus, any customer may replace this free IPv6 stack with its 
preferred choice. 
A basic Application provides the services that are not made available in the selected IPv6 stack. 
This basic application may also serve as an example to show how to use the IPv6 stack to pass the 
various tests of the G3-PLC conformance test suite. 
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Figure 29. Ring buffer control for the physical array limit eaching

Figure 30. Ring buffer reading of an element
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NON_LEGAL binary includes TCPIP and APP tasks that both run in USER mode. Each task has its 
own stack and the priority of each of these tasks is just below the priority of PLC task to ensure 
proper treatment of communication data. 
 
6.5.1  About IPv6 
 
μIPv6 origin is μIP (IP v4) developed by Adam Dunkels of the “networked embedded systems” 
group at SICS (Swedish Institute of Computer Science: sics.se). 
μIPv6 has been designed to be able to run in very constrained environment: it requires a single 
buffer, which is used for both input and output. G3 conformance tests mainly require that UDP and 
ICMPv6 features are provided by the IPv6 stack. μIPv6 has been selected as it is open source and 
well dimensioned for the purpose. 
μIPv6 is provided as open source software along with Contiki OS. Reversely, μIPv6 stack has been 
extracted from the Contiki OS solution version 2.7 and adapted to be integrated over the G3 PLC 
6LoWPAN layer provided in the STCOMET FreeRTOS SW solution. The basic principle is to keep 
the μIPv6 stack, integrated into STCOMET FreeRTOS SW solution, as close as possible to the 
original delivery so that it remains easy to integrate any future evolution of the μIPv6 stack 
provided in any future Contiki OS revision. 
Its main features are: 

 IP (Internet Protocol) including packet forwarding over multiple network interfaces; 
 ICMP (Internet Control Message Protocol) for network maintenance and debugging; 
 UDP (User Datagram Protocol) for Datagram data; 
 TCP (Transmission Control Protocol); 
 TCP disabled at compile time within STCOMET FreeRTOS SW solution; 
 Network Management: ND (Neighbor Discovery), RPL (Routing Protocol over Lossy link) 

both disabled at compile time; 
 Very low RAM usage, configurable at compile time: 1.8 KB (3 addresses, 3 prefixes, 4 

neighbors, 2 routers + one 1500 bytes packet buffer); 
 Free for both commercial and non-commercial use; 
 RFC compliant TCP and IP protocol implementation, including flow control, fragment 

reassembly and retransmission time-out estimation; 
 Interoperable with stacks of all main vendors. 

 

6.5.2 Application task features 
 

Application task (“APP” task) has been designed to provide features that are not available in the 
“μIPv6” stack such as UDP loopback or UDP datagram generation for test purpose. 
Features of the APP task are: 

 Loop back the received UDP datagram (when the UDP loopback feature is enabled). 
 Propose unitary test features such as the generation and transmission of test datagrams, 

verification of received test datagrams;  
 Initialize specific MAC and ADP parameters to pass conformance tests (when the adequate 

compilation flag “G3_CERTIFICATION” is set). 
 
The following diagrams show all the messages exchanged between APP Task and other tasks 
related to it. 
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Figure 31. APP incoming messages flow 

 

 
Figure 32. APP outgoing messages flow 

 
6.5.3 TCPIP task  
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The main purpose of the TCPIP task is to encapsulate the “μIPv6” stack and to provide an interface 
compatible with the G3-PLC ADP layer upper interface. The IP attributes are not managed within 
the TCPIP task context, they are managed in the PARSER task context because of its direct 
connection to the Host Interface. The following diagrams show the actual structure on how the 
messages are exchanged between the various tasks. Part of this message flow will be changed to 
match project requirements. 
 

 
Figure 33. TCPIP incoming messages flow 

 

 

 
Figure 34. TCP/IP outgoing messages flow 
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7 Smart Meter and Concentrator: a client-server system architecture 
 
In this section, it will be described a typical client-server communication. In this implementation, 
the Concentrator is the Client, while the Smart meter represents the data server. According to 
requests initiated from an external Host Unit (for instance, an external gateway), the Concentrator 
generates DATA_REQ commands to be forwarded, through the power line, up to the destination 
Smart meter. The latter answers to the concentrator by putting the requested data. At the end, data 
are forwarded by the concentrator to the Host Unit that had initiated the communication process.  
 
Following sections describes in details all the tasks and message events involved in the 
communication process issued by an host unit for getting data stored in a Smart Meter unit. It is 
supposed that the PAN network has been already created during the bootstrap phase. 
 

7.1 Command issued by Host Unit  

 
The Figure 35 is a block diagram showing a typical (and simplified) connection between the 
elements constituting a PAN network both at dwelling level and at sub-station level.  
The Host Unit could be a PC, an embedded PC or a gateway as well. It is able to provide strings of 
command querying for data from the system Concentrator (the PAN Coordinator in the IP 
Network).   
The latter interprets these commands and forward the requests via Power Line channel to the 
addressed Smart meter (a network node). 
 

 
Figure 35. Typical elements of a PAN network in Flexmeter project 

 
The diagram below exemplifies a data request process issued by the Host Unit and transferred to the 
Smart meter node. The datastream sent back to the host is treated in the following section. 
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Figure 36. Data handshaking between Host, Concentrator and SM devices 

 

At firmware level, the command is processed at various steps. Different FreeRTOS tasks are 
involved, each one triggered by a chain of event messages. 
For the current example, the figure below shows which tasks and messages are involved: 
 

Figure 37. The tasks and event messages involved in the ‘Get_Data_Stream’ command 
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7.1.1 Parser 
 
A command parser is integrated in the STCOMET RTOS build. It provides an interface to connect a 
terminal tool (like Teraterm) to STCOMET target. 
The format of the commands is the following: 
 
<module name> <command name> <parameter 1> … <parameter N> 
 
The number of parameters depends on the command type. MNSH returns an error if the number of 
parameters is wrong. The parameters are 32-bit data and can be decimal or hexadecimal. 
Minishell uses USART1 on STCOMET with the following configuration: 

 Baudrate 230400 
 Flow Control HW (RTS/CTS) 
 Word length 8 bits 
 Parity None 

 
For instance, for getting a number of 10 datasets stored in the Smart meter SM_ID1, the following 
message has to be provided via USART to the Minishell: 
 
<APP> <GET_DATA_STREAM> <10> <SM_ID1> 
 
If already available commands does not fulfill the project requirements, it is a duty of firmware 
customization task to extend this list conveniently.   

7.2 Command received from the Smart Meter node through PLC  

 
The targeted node processes the UDP packet sent to it by the concentrator via Power Line link.  
The following diagram shows which tasks and system messages are involved at this stage of 
communication process: 

 
Figure 38. The Smart meter tasks and message events involved in process of Data request 
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7.2.1 Getting data from Smart Meter node 
 
In Errore. L'origine riferimento non è stata trovata., on reception of an UDP packet, the module 
‘tcpip.c’, belonging to the binary ‘Non-legal’, forwards the UDP datagram payload to APP task, by 
invoking a SEND service: 
 
  SRV_SEND_MSG(sendMsg, TASK_TCPIP, TASK_APP, X_APP_RX_EVENT, (u32)uip_appdata, 
(u32)uip_len, 0); 
 
The following represents the portion of firmware that manages this task: 
 
… 
void 
tcpip_uipcall(void) 
{ 
  sendMsg_t sendMsg; 
  uint32_t  tot_len; 
 
  tot_len = uip_len + UIP_UDPH_LEN + UIP_IPH_LEN - UIP_IPHADD_LEN; 
 
  /* stores data in HI_IndicationQueue */ 
  SRV_SEND_MSG(sendMsg, TASK_TCPIP, TASK_PLC, 
X_PLC_UDPDATAINDPAYLOAD_EVENT, (u32)&uip_al8_buf[UIP_IPHADD_LEN], 
(u32)tot_len , 0); 
 
  /* send a message to the RX application task with a pointer on the received data */ 
  SRV_SEND_MSG(sendMsg, TASK_TCPIP, TASK_APP, X_APP_RX_EVENT, 
(u32)uip_appdata, (u32)uip_len, 0); 
} 
… 
 
 
 
The ‘appTask.c’ module receives the X_APP_RX_EVENT message and process it in a C case 
structure: 
 
 
 
… 
case X_APP_RX_EVENT: 
      { 

pData = (u8 *)rcvMsg.msg.payload[0]; 
         appTaskData.lenBufData = (u16)rcvMsg.msg.payload[1]; 
 …. 
 
 switch (pData[0]) 

{ 
    case TYPE_UDP_FWUP_REQUEST: 
    case TYPE_UDP_FWUP_REPLY: 
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         APP_FwUpHandleRxUdpPacket(pData); 
         break; 
    case TYPE_UDP_TEST_REQUEST: 
    case TYPE_UDP_TEST_REPLY: 
         APP_TestHandleRxUdpPacket(pData); 
         break; 
   …. 
   case TYPE_UDP_FLEXMETER_ID1: //Insert here all other FLEXMETER 
messages 
          
          break; 
} 

 
… 
 
 
Label ‘TYPE_UDP_FLEXMETER_ID1 ’ is just an example on where the new message will be 
inserted in the existing FW code. 
 
If the incoming message is for getting energy/power data stored inside the METRO binary, then a 
service message towards METRO task can be sent here to get them: 
 
…    
case TYPE_UDP_FLEXMETER_ID1:  
         SRV_SEND_MSG(sendMsg, TASK_APP, TASK_METRO, X_METRO_GET_DATA, 
(u32) NULL, (u32) NULL, 0);          
         break; 
 
 
 
On METRO binary, the module ‘metroTask.c’ will process the ‘X_METRO_GET_DATA’ 
message: 
 
// Task Module:  metroTask.c 
// 
static void METRO_Task(void *pvParameters) 
{ 
      // Init functions 
     … 
     while (1) 
       { 
            rcvMsg_t message;  
            … 
            RUN_SERVICE(RCV_MSG, message); 
            switch (message.msg.id) 
                { 
                      …. 
                      case X_METRO_GET_DATA: 
                          METRO_ReadData(pOut_DataBuffer); 
                          SRV_SEND_MSG(sendMsg, TASK_METRO, TASK_APP, 
X_METRO_SET_DATA, (u32) pOut_DataBuffer, (u32) NULL, 0); 
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                          break; 
                     …. 
                 } // end switch 
       } // end while    
} // end function 
 
The stored data on metrological section (a reference to) is passed back to the IP task, in such a way 
the data streaming is sent to the initial requestor via PLC link, the concentrator. Finally the 
concentrator transmits the received data to the host unit, that had initiated the data request process. 
This complete the entire command purpose.  
 

7.3 IAR embedded workbench and binary description 

IAR embedded workbench has been used for the designing of the entire project. 
It is a very useful c, c++ compiler oriented for the microcontroller programming. 
The following steps must be executed for accessing to IAR project (comet_fwsep_2layers.eww 
file). 
From the project folder, click on comet project (left picture). The directory containing all the 
binaries will be opened (right picture). 
The eww file is located into the comet_fwsep_2layers folder (right picture). 
 

 

 
Figure 39. The project folder and the folder where the eww file is located 

 

 
When the eww file is launched, the IAR graphical interface will be opened. 
The low left side rectangle in the below picture highlights the four binaries present in the project. 
From a programming point of view they can be considered as independent. This means it is possible 
to add some new functionality to a specific binary without modifying the others. 
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Figure 40. The IAR graphical interface with highlighted in the red rectangles the four 

binaries 

8 G3 Protocol on STCOMET platform 
 
The G3-PLC protocol is specified by the G3-PLC Alliance [2] and standardized under the ITU-T 
SG15 program within the Recommendations G.9901 [3] and G.9903 [4]. The STCOMET is a 
device that integrates a power line communication (PLC) modem, a high-performance application 
core and metrology functions that supports the G3-PLC protocol (see [1]). The G3-PLC protocol 
library for STCOMET Cortex-M4 is a compliant implementation of the protocol as certified by the 
G3-PLC Alliance certification program [2]. The G3-PLC protocol library works together with a G3-
PLC binary implementation for the STCOMET RTE. 
 

8.1 Protocol Stack Architecture 

The G3-PLC protocol stack follows the ISO/OSI layering model as shown in Figure 41 . The G3-
PLC focus its definition on lower layers: Physical (PHY) layer and Data Link (DL) layer. 
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Figure 41. G3-PLC protocol stack reference model 
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Data Link Layer is logically composed by two sub-layers, Medium Access Control (MAC) sub-
layer and IPv6 Adaptation (ADP) sub-layer. MAC Layer is based on IEEE 802.15.4 wireless 
protocol, whereas the ADP Layer is based on 6LoWPAN RFCs. On top of the ADP sub-layer only 
the IPv6 protocol can be used. 
The currently most widely used applications for smart metering require UDP Layer, but supporting 
the TCP transport protocol would also be possible. The implementation of the G3-PLC protocol is 
divided into two different parts each referring to one STCOMET engine, Cortex-M4 or RTE, as in 
the Figure 42: 
 

 
Figure 42. FW separation reference model 

 
A specific software module, called G3_LIB, allows configuring the G3-PLC library. The G3_LIB 
module provides the implementation dependent functionalities required to properly run the protocol 
library. Moreover each layer has its own Information Base (IB) to configure and control its 
behavior. Among with the standard layers, G3-PLC library also implements a Bootstrap application 
compliant with [2]. 
 

8.2 Access Point 

 
The G3-PLC Library exports the access to all the layers. This means that the user can decide which 
layer can be accessed as depicted in Figure 43. In order to let the user configuring the access point 
level of the G3_LIB, an IB attribute has been implemented within the G3_LIB module. The 
following rules apply in selecting the access point: 

 the G3LIB SAP is always accessible to control the G3 library; 
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 the user can decide one of the following access modes: PHY only (only PHY Layer works), 
MAC (PHY and MAC Layers work together), 6LoWPAN (PHY, MAC and 6LoWPAN 
work together); 

 the user can decide to enable Bootstrap Application (PHY, MAC, 6LoWPAN and Boot 
work together) or not; 

 the user can always access to the Information Base SAPs of each layer. 

 

Figure 43. G3-PLC library access point 

 
The Table 3. G3-PLC Library Access Mode summary summarizes the SAP access capability in 
each mode. 
 
 

 

Table 3. G3-PLC Library Access Mode summary 

MODE PHY SAP MAC SAP ADP SAP BOOT 
SAP 

G3_LIB 
SAP 

IB_SAP 

PHY X    X X 
MAC  X   X X 
6LoWPAN   X  X X 
Boot   X X X X 
 

8.3 PHY Layer 

 
The G3-PLC PHY layer uses an OFDM technique with advanced FEC schemes. The G3-PLC 
solution works in the CENELEC band (3-148.5 kHz) as well as in FCC band (0-500 kHz). The 
G.9901 Recommendation [3] specifies the following parameters for the CENELEC-A and FCC 
bandplans: 
 

 

Table 4. CENELEC and FCC parameters 

 Number of First subcarrier Last subcarrier 
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subcarriers (kHz) (kHz) 

CENELEC-A 36 35.9375 90.625 
FCC 72 154.6875 487.5 

 

8.4 MAC Layer 

In the G3-PLC solution for the STCOMET, the MAC Layer functionalities are logically divided in 
two parts: real time (RT-MAC) features and non-real time (nRT-MAC) features. RT-MAC is 
handled by the RTE while the nRT-MAC is handled by the Cortex-M4 core. This helps user in 
developing their application without taking care of soft real-time. The G3-PLC protocol is based on 
the concept of Powerline Area Network PAN). A group of nodes (PAN devices) belong to a PAN 
that is created and managed by a central node (PAN Coordinator). Each PAN is identified by a 16-
bits PAN ID and each node within a PAN is identified by a 16-bits address (Short Address) used for 
normal communication. 
It is also possible to address nodes using their EUI-64 address, globally assigned during the node 
manufacturing process. This addressing mode is used in special cases, such as node authentication 
and registration to the PAN. Typical features implemented by RT-MAC parts are the 
implementation of CSMA algorithm, the frame sending process in priority contention slots mode 
and the CRC check on the received frame. Instead, nRT-MAC features manage the frame creation 
process, the selection of the neighborhood node based on transmission information evaluation, the 
network discovery mechanism and the Security Sub-level. For detailed information on MAC layer 
functionalities, please see [5]. 
 

8.5 IPv6 Adaptation SubLayer 

The IPv6 adaptation sublayer specified by the G3-PLC protocol is based on 6LoWPAN RFC 4944 
[6] and RFC 6282 [7]. This layer enables an efficient interaction between the MAC and the IPv6 
network layer. The IPv6 adaptation sublayer consists of the following main blocks: 

 the 6LoWPAN itself: it mainly provides header compression scheme for IPv6, link-layer 
fragmentation and reassembly mechanism; 

 the LOADng routing protocol: it provides mesh routing protocol to determine the best path 
between remote network nodes; 

 the commissioning of new devices: it determines for the devices how to find the right 
network and how to successfully join with it. 

 

8.5.1 Commissioning of new devices 
 
The G3-PLC identifies two types of nodes: the PAN Coordinator, which has the role of starting and 
managing the entire PAN, and the Device, which implements the complete G3-PLC protocol set, is 
capable of operating as a router for its associated neighbors and acts as a bootstrapping agent for its 
not associated neighbors. 
After the startup, a Device needs to register to a PAN before being able to transmit and receive data. 
Such mechanism is called commissioning or bootstrapping and it is defined in G3-PLC documents 
(see [5] for a details). At the end of the bootstrapping process the Device will be associated to a 
PAN, having obtained from the PAN Coordinator a 16-bit short address and security credentials, 
which will allow the Device to send and receive data.  
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The G3-PLC specifies the bootstrapping sequence for a PAN Coordinator. 
At first it has to start the discovery procedure to verify if other PANs are already active. If the PAN 
Coordinator does not detect any other PAN it can start a new network, otherwise it should inform 
the rest of the system that a PAN is already operating and then it may start a new network 
afterwards (this behavior is implementation specific). Once that the PAN is started the PAN 
Coordinator can handle the Joining request of the devices and the subsequent LBP messages as. The 
processing of LBP messages, the processing of EAP-PSK messages, the management of security 
credentials, the assignment of 16-bit short addresses and the access control (white list or black list) 
are out of scope of the G3-PLC specification and they are left to the application. 
 
The G3-PLC specifies the bootstrapping sequence for a Device. Moreover the processing of LBP 
messages and the processing of EAP-PSK messages are specified within the IPv6 adaptation 
sublayer. 
At the beginning of the bootstrapping procedure, the Device launches the discovery procedure. Any 
device already connected to a PAN replies by sending a beacon frame with its PAN identifier, short 
address and capabilities. At the end of this phase the LBD knows the list of available PANs. 
Then the Device chooses to which PAN to connect first (if more than one PAN is detected) and it 
sends an LBP Joining frame to the agent, which relays it to the PAN Coordinator. This frame 
includes a field that carries the EUI-64 address of the Device; in this way, the PAN Coordinator can 
use this information to control the access to the PAN (e.g. comparing the EUI-64 of the Device to a 
blacklist). This behavior of the PAN Coordinator is not defined by the G3-PLC and it is 
implementation specific. 
If the Joining request of the Device is accepted by the PAN Coordinator, the EAP-PSK handshake 
takes place. It provides authentication, thanks to the Identity IDs exchanged between the Device and 
the PAN Coordinator, and encryption. The latter is used from PAN Coordinator to secretly provide 
the Device with the 16-bit short address and the Group master key for MAC layer encryption. If the 
EAP-PSK handshake is successfully completed the PAN Coordinator sends an LBP Accepted 
message to the Device; the bootstrap can be considered completed and the Device is allowed to 
transmit data within the PAN. 
 

8.6  Bootstrap Layer 

The IPv6 Adaptation sublayer specifies the bootstrap for G3-PLC Devices, nevertheless many 
aspects are out of scope of G3-PLC protocol and left to the application. This approach is even more 
significant on the PAN Coordinator, where even the processing of LBP messages is demanded to 
the upper layers. 
In order to provide the user with a straightforward tool to manage the PAN and the devices 
association, a simple Bootstrap application is built on top of the 6LoWPAN layer, as represented in 
Errore. L'origine riferimento non è stata trovata.. 
It has different features depending on whether the application is running on the PAN Coordinator or 
on a Device. 
The Bootstrap application provides the following functionalities on a device: 

 discover the available networks; 
 choose the most reliable LBA (LoWPAN bootstrapping agent) to which start the bootstrap 

procedure. The choice of the LBA mainly depends on the link quality measured on the 
received beacon frame and on the distance of the LBA from the PAN Coordinator; 

 automatically start the bootstrap process when the discovery phase is completed; 
 export an interface to leave the PAN; 
 bootstrap application customization through accessing PIB attributes. 
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The Bootstrap application provides the following functionalities on a PAN Coordinator: 
 network formation; 
 process incoming LBP messages and handle Devices association; 
 process of the EAP-PSK messages and handle confidentiality and integrity at the EAP-PSK 

level; 
 management of security credentials assigning to each node the group master key (GMK); 
 assign 16-bit address; 
 keep the relevant information for each device node associated to the PAN (i.e. the state of 

the node, the EUI-64, the assigned short address, the active GMK); 
 export an interface to remove a Device from the PAN; 
 bootstrap application customization through accessing PIB attributes. 

 

9 Conclusions  
 
In this deliverable it has been compared several communication methods, based on different 
physical media (fiber optics, power line communication and wireless communication) and different 
network protocols (IEC61850, LTE, Narrow Band IoT, DLMS / COSEM and Meters and More). 
The comparison has shown that no single protocol is superior in all aspects. This analysis and 
comparison has shown, however, that PLC and IEC 61850 clearly outperform the rest. For this 
reason, taking into account the demonstrator described in Flexmeter deliverable D1.4 “Report on 
pilots description”, PLC technology was chosen, whose implementation using PLM (Power Line 
Modem) will be described in an update of the document  as soon as the specification of the final 
Smart meter will be finalized and validated. 
Moreover, it has been described the key enable technology for the second generation of the Smart 
Meters,  as well as the hardware and software application platform. 
After the preliminary results and testing, a fine tuning of the system will be provided. 
Consequentially a new version of the present document will be provided to the Consortium. 
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