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1. Executive summary

1.1. General

FLEXMETER project has the aim to develop and to install a flexible smart metgviogk for multiple
energy vectorsOnce defined the system specifications, the nextdamentalstep of ths project is to
design and develop the smart metering architecture related to building concentrators and their connection
to the end users meters.In D2 mMRepbrt on multiservice interoperability in particular,the different
technologies and protocol of the varis smart meters and sensors will be asatyyin order to define the
centralized data gateway requirements.

1.2. Deliverable structure
This deliverable is structured Hmain Qapters:

1 Chapter 1 introduces the objective of tdeliverableand the structure 6the document

1 Chapter 2justifies the technological solutions chosen for the Turin pilot and consequently the
different system that will be realized and installed

1 Chapter 3analyses the Malmo pilot needs and consequently defines the protocols and sléwise
be developed in order to achieve the project objectives

1 Chapter 4describes the Business Logic Layarchitecture with its different technologies and
standards, and consequently present layout and requirements

1 Chapter 5, finallyassesssthe applcability of the FIWARE enablers to the FLEXMETER system
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2. Turinsmart metering networkdesign

This work package aims to identify the most suited architecture for the communication between the
building concentrators and the various possilfestalled metering devices(electricity, water, district

K S G A férane Tuknopilot It should be able to interface with different protocols and standards and to
collect all the required datd y 2 NRSNJ (2 | aadzNB> KNP dz3 KnultitiliiesQ & K I N
new services.

The choices described below are guided by few important consideration:

- Use open technologies and protocols, to assure higher devices flexibility and to allow the project
repeatability in evergnvironment

- According to the wide IREN mtiences on smart metering and service delivery, the solutions
FR2LIGSR gAff O2yaARSNI LINPLISNI & GKS AYyGaSNylFdaz:
derived bythe well testedremote controlsystem of Turin District Heatidgetwork (DHN)

2.1.IRENand SFI concentrators

2.1.1. Turin DH remote control

First of all, we briefly introduce the Turin District HeatiMefwork system for smart metering and remote

control. This ighe largest network in Italy, capable of heating a volume of around 56 millionnme2ufing

almost 560.000 inhabitants, half of Turin), equivalent to more than 5000 buildings reaktued. than

50002 F GKSY FNB NBY2(0S O2y(iNRftSRY SI OK,camuséddRifay 3 A 2
heat exchanger, various sensors (temperas, valves and pumps statd$,0 I YR | GKSNXIf &
and a building telecom gatewathat grants the interconnection and the possibility to remotely read and
operate the thermal substation.

¢KS KSIFENI 2F GKS aeadSy A mterdakyDy thepBtheSIRENYcurihtlyid@rg I & ¢
connected to the thermal substation and sending the following 5 miuata via GPRS system:

Forward temperature [°C];
Return temperature [°C];
Water flow [ni/h];

Volume [I];

Instant power [kW];

Peak power [kK\W

Total energy [MWh]

OB OB OB N ST Ol ©

The system, as described and structured, assures a reliable continuous data collection on IREN servers and
the technicians can easily access data, assess network behavior and carry out promptly any operation.

Same possibilities are pacted from the FLEXMETER system:

w Nearly real time data access;
w Easy data mining and elaboration;
w Useful and rapid final user (i.e. customers or system conductors) services.



FLEXMETER 646568 D2.1 Report on multiserviceteroperability H2020LCE-20143

In the same way the new architecture should be based on an internet telecom ga(éveaconcentrators)
able to collectinput from different technologies (smart meters) and to assure the transmission to the
servers (Cloudpr data processing and storage

2.1.2. Regulations framework

During its long experience as multiservice utility, IRESI learnt how important and profitable could be
applying and respecting the international regulations, even anticipating the adoption of some rules from
the Italian Regulatory Authority for Electricity, Gas and W#EEGSII). It represents an importdrme

that has to contribute in guiding the decisiobscause if procedures and protocolare unified system
development, component supplying amelchnological application are more efficient, whatever is the field
or the country.

Here we report a brief owgiew and explanation of actual technical regulation for the different energy
vectors, in order to identify théest pathto select the various metering devices and their connection to the
concentrator weare developng.

Concerning gaglistribution, the AEEGSIIdirective ARG/gas 155/0#troduced the telemetering and
remote control for the gas servicand it imposed the development of all the standard necessary for gas
smart metering management. In particulahig directive makes specifieferenceto the UNI/TS 11291
and its updates. This standard defirteghnicalrequirements and communication protocdietween new
generation gas smart metering concentrators and the Central Data Acquisition Sy$terbiNI/TS1291,

in turn, recognises th€El UNI EN3Z57 as the standard for the definition of the communication system
for metering devices. In thelNI EN 1375@re described the various characteristics and protocols and the
M-BUS and WVMBUS are recognised as the standard for remote reading of consumpigbders, sensors
and actuators.

Since data sent are used for end users billmbigh dgree of transmission integrity sarequiredand the
Meter-Bus was developed on the OSI Reference Model, with different layers. While-Biesr WMBUS
constitutes the Physical layer, the Data Link is defined according to the standard IEC 870 and the
Application Layer is defined according to the standard EN-B434

The EN 1438 definesstrictly the data structure andhe meaning of each byte sequence. All devices
sending data on the bus are identified, the physical quantity measuredlaisfied and the data unitis
pointed out The precise communication syntax that has been created allows reading and understanding
data collected from any device and in every point af transmission networkit is possible to manage data

in a clear, fast and uniform way.

Moreover, the MBUS European standard was originally created for heat meters so the District Heating
metering devices are all compliant to it and products availabletren market may communicatealso
throughthis technologyThe Turin DHN already adomismmercialdevices certified MBUS for the remote
control of almost albuildings.

Since gas smart metering is moving towards precise namdsheat meters are compliantith the M-BUS
standard, this would be the protocol proposed and adopted also for the water metering systegtersM
constructors already started to propose devices UNI/TS 11291 oridotedater smart metering systems
They are able taommunicate throgh lots of standard protocols (Radio,-BUS, WMBUS, GPRS, IP, SIOX,
etc.) in order to provide utilities with systesnthat can be easily integrated: such technologies perfectly
match with FLEXMETER objective and with this task requirements.
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In parallel,for electricity smart metering and Demand Side Manageménhas been developed a new
standardfor the application layecalled Device Language Message SpecificdbiiM$ that provides, as
shown in Figure ,Ja service characterised by a high degremt#roperability, independence and flexiliy.

2
R e B

indipandente
dal contruttore

indipendente dal
tipo di contatore:

indipendente dal mezzo PLE Bus
di comunicazione: ¥ 7
Pair

Figure 1 : DLMS independency by devices, manufacturers and communication systems

It works on the $SK PLC physical layer and it can also be extended to all the other metering services able
to communicate acording to its specifications (Figure 2).
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Figure 2 Applications, dewtes and communication protocols, with relative standarsljpported by DLMS
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Developed DLMS, it became an international standard méceived the certification of compliance.
DLMS/CSEM was adopted in 2002 by the IEC as the IEC 606 for electricity metering; itvas
adopted in 2002 by CEN as part of tabove mentionedEN 13757(Figure 3) and iis the basis of
developing new communication profiles using power line carrier BYyELEC TC 13 WG 02 under the smart
metering standardization mandate M/441.

hd TC13
. WiS14
it DLMS
Utilities . '::ﬂ’r o |[EC 62056 series
i U ser Association electricity
metenng
Manufacturers =Developed and maintains
the specification @'— Txﬁéi&l
System . ' i ati
prgviders | "Offered for Int'l standardis ation EN 13757 series
=Developed confarmance test gas, water, heat
=SUppOs Users rnetering
|IEC TC13 TC &7
- Wi 14 WS 09
IEC 51361 IEC 51334
Lser Distribution
requirements autornation
Figure3: DLMS protocol synoptic panel
2.1.3. Water

According to the information reported aboveaid that such technology has been already successfully
adopted by IREN for some of itsstomers, for water measuring and data transmission it has been cleosen

M-Bus protocol electronic meters, able to communicate through a radio interface (868 MHhEe
concentrators¢ 2 FA UG GAGK (GKS NBIdZANBYSy(a 2eviced &ScapaleR & dzY
of transmitting up to 1 data every5 minutes. The building concentrator already in place for the District
Heatingwill be updated during the project enabling the 868 MHz transmission of data.

2.1.4. Heat Metering

Part of thefinal users that onstitute the Turin pilot areconnected to the DHN angrovided with remote
control devicesThe heat metersneasure all the physical quantities of intereniperatures, flow rates,
power and energy they collect them and, every 5 minutessing a cerfied M-Bus protocol,they

communicatethrough wire to the concentrators.

2.1.5. Users and Substation ElectricMetering

The devices devoted to electricity metering, both from final usesgh@dse) and in the MV/LV substations
(3-phase), have been developed biISstarting from their affirmedTComeand STPM34valboard These
devises, for example, will be interconnected as reported in Figure 4 in order to measure and transmit the 3
phase electric instant power and energy consumed.
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Figure4 : 3-phaseMV/LV Sistation ElectricMetering Architecture

Seen the regulation framework, the -BTinstruments adopt and interface through Power Line
Communication, specifically the @®2C Powerline Communication Standard. It is based on the DLMS
standard so it is complianCENELE&hd IEC 62056t was developed with the purpose of facilitatihggh
speed, highlyeliable, longrange communication over the existing powerline gndorder to allow the
progress and implementation of smart grids.

The system is abl® collect up to 1 data per second (1Hz sampling) so that any analysisecearried out
from the results: again, the technological choice assures flexibility and interoperability in order to provide
nearly real time data for the necessary services purposes.

2.1.6. Conentrator and Cloud Connection

Finally, acording to the specific metering devices defined above, the architecture of the IREN-bBnd St
Concentrator can beepresentedas in Figuré.
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Figure5 : Concentrator interconnectivity

The concentrator is constitat by the platform ST(STComet evalbordpnnected to the IREN platform by
a serialprotocol. The STboardcooperates with the bottom measuring $devices and it collects all the
electricdata. The IREN system is constituted by a MBUS certified haatd tocommunicae with heat and
water meters andto use multiprotocolsto connect tothe Central Acquisition System, for example via
GPRS or via HTTR3B1ce data are alected in nearly real time(every second or every 5 minuteahd
transmitted to the Cloud their post-processingprovide allthe innovative and significant services for DSOs
and customers.

Consequentlyfor example, for electricitynetering,the whole systemcanbe shaped as in Figuée
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Figure6 : Pilot system architecture

It can ke clearly assessed through sudbscriptionthat the architecture realized reaches the project
requirements because, thanks to open technologies and protocols approved byintemational
regulation, it is able to interface any modern smart metering dedaad, moreover, is already open to
other metering connectionsk-urthermore, the various systems supported allow realizing infinite flexible
structures, according to the peculiarities of the environment.

2.2.Midori and ENNOVA concentrators

In order to test goprototype system for electric energy consumption data analysis (load profiling) exploiting
NIALM technology, an independent sensooscentrators architecture has been developed with IREN
subcontractors. It is important to properly develop such technolsipge it allowsproducingadditional,
ALISOATAO AYTF2NNIGA2Y | 02dzi GKS Sy S NHapplances thai 2 dzNJ
strengthen the provided service quality and innovation lexetepresentative diagram of Midori&ENNOVA
multiservice mteroperabilitysystem is reported in Figure 7.
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Figure 7 : NIALM data transmission system

2.2.1. Electricity Metering

Thestartingcomponent of the system is constituted by MID@#dtering device, able tmmeasurecurrent
and voltagewith 1 Hz samplingnd to conpute active (W) and reactiverdr) power This meter sends
through AMQP protocol, via Wi the results to the concentratordsn AMQP protocol broker will be
present directly in the Cloud.

2.2.2. Cloud Connection

ENNOVA concentratdFigure 8has been choseim order tofulfil at the highest level the project tasks. It is
able to properly communicate through Bluetootladio, Wi-Fi, LAN, WPS, USB and other protocols: again, it
allows connectinglifferent and multiples devices, with high architecture flexipilit

Wi-Fi Modem 4G Porta Lan

Linterfaccia wi-fi permette i lImodem Lte permette una Laporta LAN permette di
connettere in modalitd wireless connessione uiraveloce in caso di connettere il box al gateway con
MyTecallavodafone Station down della rete fissa un cavo direte

WPS Button
Porta USB 2 1 tasto WPS permette di
Allraver so Ia}m{la USB si possono ! | accoppla-e MyTec con il gateway
collegare periferiche esterne premendo un tasto su entrambii
device
Help Button
1l Pulsante di aluto permette al cliente di
Battery backup richiedere astistenza senza telefonare al
Labatteria di backup interviene quando customer car2
"alimentazione elettrica radizionale 2 \
assente
Memoria Speaker
1 dispositivo & dotato di memoria Lo speaker viene utilizzato per
interna riprodurre imessagg acusticifvocali

Figure 8 : MyTECHENNOVA HUB

The concentrator is then able to translate all the data to https protocol and finally to transmit it to the
Cloud.
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3. Malmo smart meteringnetwork design

In Malmd pilot area there are district heating and electricity metgy. The communication strategy is
different from the Turin pilotand uses resh radio technology for communication between the meters and
uses gateways to go from mesh radio to GPRS or besatbommunication to thé&=LEXMETEud All
communication usestandardized protocols and specifications.

Foi - Web Services
S o ! Web Interface
| [ Meter i
\_Meter ) J i

3 \
J g
ieter == Terminal CoRPEN
et TRrMinal e = B6LOWPAN / IPvE
! Security: DTLS n
) - r s
i t
{_Meter < ¥
Radio Mesh network Server o
RF /IPv6 P
SSB.Mhz Cellular Network P Ma;s :Iznaue!r‘lyent —/ §
H igh Capacil
26/3CICOME High Availability Database

Mysql
Oracle

_____ Mesh 1 ]\ ” Ms-sql
,____4‘ 2 Terminal =oR
[ | Meter | |
Cister ) j I
- \____|Gateway CoAP-EXI
----- Terminal UDP
{_Meter | i Meter 6LOWPAN / IPV6

Mesh | ___/ Security: DTLS
————— Terminal

Mesh (
Terminal |y -~ Meter

Meter

Radio Mesh network
RF /IPv6
868 Mhz

Figure 9: Pilot system architecture

3.1.Connode communication modules

Connode mesh radio solution is based the physical layelEEE 802.15.4 and on the data link layer
6LOWPAN, IPv6 over Low Powered WirelesssdPal Area Network. By using this technology the
communication unit on every meter is acting as both a sender and receiverbafsdél communication

packets. The communication units become aware of the other units within the radio range and sets up the
beald ¢l & (2 aASYR | YSaal3aS (2 thealagabway, éther uhits within O2 Y'Y
the rage will relay the message to the gateway. From the gateway the message will be transported by GPRS
or broadband to theFLEXMETE&oud The gatews can encapsulating IPv6 traffic in IPv4 packets if
necessaryo be able to connect to a server with only an IPv4 address.

Connode uses UDP (User Datagram Protocolpenttansport layerand CoAP (Constrained Application
Protocol) in the application layelCoAP can be secured with DTLS (Datagram Transport Layer Security)
providing very secure communication. CoAP also support mapping to HTTP so that proxies between CoAP
and HTTP can be built, making it easy for devices to communicate with services basefd.on

Connode has also developed a radio module that makes it possible to connect an embedded Linux
platform, Intel Edisor{(Figure 10)to the network. By having this computer connected to the mesh radio
network, there is possibility to apply distributedroputing capability to enable a range of use cases within
smart grid technology.
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Figure 10 Connode mesh radio module on Intel Edison
3.2.Electricity Metering

3.2.1. Householdand buildingelectricitymetering

For all apamnents, buildingsand photovoltac production unitsthe electricity meters are Landis+Gyr E350
3-phase meters with remote breaker functionality. The meter values are collected by the @»nno
communication node every 1€econd and sent through the mesh radio network to the Connode gateway
and futher eitherby GPRS or broadbandttee FLEXMETE#Rudin a JSON formaia MQTT.

The following datare collected every 10 secosd

Active Energy register consumptifk\Wh]
Active Energy register productigkiWh]
Power LIW]

Power LAW]

Power L3W]

Voltage L1V]

Voltage L3V]

Voltage L3[V]

Alarms and events

= =4 =4 4 -4 4 A4 -8 4

Other energy parameters can be collected on demand by downloading the emegistalues from the
meter.

CKS /2yy2RS 02YYdzyAOlI GA2Y Y2Rdz S KI & FAEXMEZE®UD Fdzy O
if there is a power outage.

3.2.2. Substatiorelectricity metering

All the electricity meters are divides into two grousgure 11)each group connected to their substation.

In the substation there is installed Echelon CT meter thadsuee thre energy data in the LV networkhe
meter values are collecteth an embedded computer connected to it every™€econd. The embedded
computer has internet access via 4G or GPRS and communicating with the electricity meter via C62056
using the ANSTC12.18 protocol.
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KireLTonika
RUT950

eox=

Figure 1L : Smart meter and embedded computer for substation metering

The electrical values that are provided by the Echelon CT meter imcloeer energy (sunof phases,

totals, or per individual tariff), instantaneous values sushvaltage and currenper phase and pulse

inputs. All values are updated within the meter once per second for usage such as viewing, data logging, or
communications.

The measured electrical values are:

Active power (kW), summation: forward, reverse
Activeenergy (kWh), summation: forward, reverse, forward + reverse, forgasyerse
Reactive power (kvar), summation: import, export
Reactive energy (kvarh), summation: import, export
RMS voltage, per phase

RMS current, per phase

Power factor, per phase

Poweroutage, per phase

Frequency

Sine of phase angle, per phase

Pulse counts from pulse output devices

Apparent power (VA), summation

= =4 =4 4 -4 4 -4 -4 -4 -8 -8 4

The values are sent to thELEXMETEgoud in a JSON format via MQTDue to the limitation in the
communication modulehat sends the data to th&-LEXMETEdstem the resoluion will have a sampling
rate of 1 data every 10 seconds.
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3.3.District leat metering

Heat metering is done by usingfi@ld installed embedded computer that has internet accsissilar as the
substation metemg The embedded computer reads the heat meter viaBls over a USB/MBus
converter. The MBusresponse is interpretedrhe embedded computer has internet access via 4G or GPRS
and sentJSON fileko FLEXMETE#budvia MQTTevery 18 second.

KreLronika
RUT950

CEQE=

Figurel2: Embedded computer and metering device for District Heating

The measured district heatlues are:

Forward temperature [°C]
Return temperature [°C]
Water flow [ni/h]

Volume [l]

Instant power [kW]

Peak power [kW]

Total energy [MWh]

=A =4 4 =4 -8 4 A
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4. SIVECOThe architectural approach of the FLEXMETER solution

Thescope of this chapter is to describe the Business Logic hegtdtecturewith its different technologies
and standards.

The overall architecture of the FLEXMETER solution was initially approactiedetailed in a previous
RSt AGSNI o6t Ss 5mMdbo atflFdF2NY NBldANBYSydaz RFEGE F
ALISOATAOFGAZ2YE D

Following project meetings and feedback from the Consortium, the solution archite(ftigare13) was
further detailed and has the following components:

© tNBaASYyidlrdArzy 1 &8NJ
w .dAAYSEE 23420 tF &8N

A

w 5FdForas t1 &SN

FLEXMETER Cloud

Figure 13 System architecture













































