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1. Executive summary 

 

1.1. General 

FLEXMETER project has the aim to develop and to install a flexible smart metering network for multiple 

energy vectors. Once defined the system specifications, the next fundamental step of this project is to 

design and develop the smart metering architecture related to building concentrators and their connection 

to the end users meters.  In D2Φм άReport on multiservice interoperabilityέ, in particular, the different 

technologies and protocol of the various smart meters and sensors will be analysed in order to define the 

centralized data gateway requirements. 

 

1.2. Deliverable structure 

This deliverable is structured in 5 main Chapters:  

¶ Chapter 1 introduces the objective of the deliverable and the structure of the document; 

¶ Chapter 2 justifies the technological solutions chosen for the Turin pilot and consequently the 

different system that will be realized and installed; 

¶ Chapter 3 analyses the Malmo pilot needs and consequently defines the protocols and devises to 

be developed in order to achieve the project objectives; 

¶ Chapter 4 describes the Business Logic Layer architecture, with its different technologies and 

standards, and consequently present layout and requirements; 

¶ Chapter 5, finally, assesses the applicability of the FIWARE enablers to the FLEXMETER system. 
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2. Turin smart metering network design 

This work package aims to identify the most suited architecture for the communication between the 

building concentrators and the various possible installed metering devices (electricity, water, district 

ƘŜŀǘƛƴƎΣ Χύ for the Turin pilot. It should be able to interface with different protocols and standards and to 

collect all the required data ƛƴ ƻǊŘŜǊ ǘƻ ŀǎǎǳǊŜΣ ǘƘǊƻǳƎƘ Řŀǘŀ ǎƘŀǊƛƴƎΣ ŀƭƭ ǘƘŜ ǇǊƻǎǳƳŜǊǎΩ ŀƴŘ multiutilitiesΩ 

new services. 

The choices described below are guided by few important consideration: 

- Use open technologies and protocols, to assure higher devices flexibility and to allow the project 

repeatability in every environment; 

- According to the wide IREN experiences on smart metering and service delivery, the solutions 

ŀŘƻǇǘŜŘ ǿƛƭƭ ŎƻƴǎƛŘŜǊ ǇǊƻǇŜǊƭȅ ǘƘŜ ƛƴǘŜǊƴŀǘƛƻƴŀƭ ǊŜƎǳƭŀǘƛƻƴǎ ό¦bLΣ 9bΣ L{hΣ Χύ ŀƴŘ ǘƘŜ ƪƴƻǿƭŜŘƎŜ 

derived by the well tested remote control system of Turin District Heating Network (DHN). 

 

2.1. IREN and ST-I concentrators 

 

2.1.1. Turin DH remote control 

First of all, we briefly introduce the Turin District Heating Network system for smart metering and remote 

control. This is the largest network in Italy, capable of heating a volume of around 56 million m3 (meaning 

almost 560.000 inhabitants, half of Turin), equivalent to more than 5000 buildings reached. More than 

5000 ƻŦ ǘƘŜƳ ŀǊŜ ǊŜƳƻǘŜ ŎƻƴǘǊƻƭƭŜŘΥ ŜŀŎƘ ōǳƛƭŘƛƴƎ ƛǎ ŜǉǳƛǇǇŜŘ ǿƛǘƘ ŀ άǘƘŜǊƳŀƭ ǎǳōǎǘŀǘƛƻƴέ, composed of a 

heat exchanger, various sensors (temperatures, valves and pumps status, Χύ ŀƴŘ ŀ ǘƘŜǊƳŀƭ ǎƳŀǊǘ ƳŜǘŜǊ, 

and a building telecom gateway that grants the interconnection and the possibility to remotely read and 

operate the thermal substation. 

¢ƘŜ ƘŜŀǊǘ ƻŦ ǘƘŜ ǎȅǎǘŜƳ ƛǎ ǘƘŜ άǘŜƭŜŎƻƳ ƎŀǘŜǿŀȅέ ŘŜǾŜƭƻǇŜŘ internally by the partner IREN, currently wire-

connected to the thermal substation and sending the following 5 minute-data via GPRS system: 

ω Forward temperature [°C]; 

ω Return temperature [°C]; 

ω Water flow [m3/h]; 

ω Volume [l]; 

ω Instant power [kW]; 

ω Peak power [kW]; 

ω Total energy [MWh] 

The system, as described and structured, assures a reliable continuous data collection on IREN servers and 

the technicians can easily access data, assess network behavior and carry out promptly any operation. 

Same possibilities are expected from the FLEXMETER system: 

ω Nearly real time data access; 

ω Easy data mining and elaboration; 

ω Useful and rapid final user (i.e. customers or system conductors) services. 
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In the same way the new architecture should be based on an internet telecom gateway (the concentrators), 

able to collect input from different technologies (smart meters) and to assure the transmission to the 

servers (Cloud) for data processing and storage. 

2.1.2. Regulations framework 

During its long experience as multiservice utility, IREN has learnt how important and profitable could be 

applying and respecting the international regulations, even anticipating the adoption of some rules from 

the Italian Regulatory Authority for Electricity, Gas and Water (AEEGSII). It represents an important theme 

that has to contribute in guiding the decisions because, if procedures and protocols are unified, system 

development, component supplying and technological application are more efficient, whatever is the field 

or the country. 

Here we report a brief overview and explanation of actual technical regulation for the different energy 

vectors, in order to identify the best path to select the various metering devices and their connection to the 

concentrator we are developing. 

Concerning gas distribution, the AEEGSII directive ARG/gas 155/08 introduced the tele-metering and 

remote control for the gas service and it imposed the development of all the standard necessary for gas 

smart metering management. In particular, this directive makes specific reference to  the UNI/TS 11291 

and its updates. This standard defines technical requirements and communication protocols between new 

generation gas smart metering concentrators and the Central Data Acquisition System. The UNI/TS 11291, 

in turn, recognises the CEI UNI EN 13757 as the standard for the definition of the communication system 

for metering devices. In the UNI EN 13757 are described the various characteristics and protocols and the 

M-BUS and W-MBUS are recognised as the standard for remote reading of consumption meters, sensors 

and actuators. 

Since data sent are used for end users billing, a high degree of transmission integrity was required and the 

Meter-Bus was developed on the OSI Reference Model, with different layers. While the M-Bus or W-MBUS 

constitutes the Physical layer, the Data Link is defined according to the standard IEC 870 and the 

Application Layer is defined according to the standard EN 1434-3. 

The EN 1434-3 defines strictly the data structure and the meaning of each byte sequence. All devices 

sending data on the bus are identified, the physical quantity measured is clarified and the data unit is 

pointed out. The precise communication syntax that has been created allows reading and understanding 

data collected from any device and in every point of the transmission network: it is possible to manage data 

in a clear, fast and uniform way.  

Moreover, the M-BUS European standard was originally created for heat meters so the District Heating 

metering devices are all compliant to it and products available on the market may communicate also 

through this technology. The Turin DHN already adopts commercial devices certified M-BUS for the remote 

control of almost all buildings. 

Since gas smart metering is moving towards precise norms and heat meters are compliant with the M-BUS 

standard, this would be the protocol proposed and adopted also for the water metering systems. Meters 

constructors already started to propose devices UNI/TS 11291 oriented for water smart metering systems. 

They are able to communicate through lots of standard protocols (Radio, M-BUS, W-MBUS, GPRS, IP, SIOX, 

etc.) in order to provide utilities with systems that can be easily integrated: such technologies perfectly 

match with FLEXMETER objective and with this task requirements. 
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In parallel, for electricity smart metering and Demand Side Management, it has been developed a new 

standard for the application layer called Device Language Message Specification (DLMS) that provides, as 

shown in Figure 1, a service characterised by a high degree of interoperability, independence and flexibility.  

  

Figure 1 : DLMS independency by devices, manufacturers and communication systems 

It works on the S-FSK PLC physical layer and it can also be extended to all the other metering services able 

to communicate according to its specifications (Figure 2). 

 

Figure 2 : Applications, devices and communication protocols, with relative standard, supported by DLMS 
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Developed DLMS, it became an international standard and it received the certification of compliance. 

DLMS/COSEM was adopted in 2002 by the IEC as the IEC 62056 suite for electricity metering; it was 

adopted in 2002 by CEN as part of the above mentioned EN 13757 (Figure 3) and it is the basis of 

developing new communication profiles using power line carrier by CENELEC TC 13 WG 02 under the smart 

metering standardization mandate M/441. 

 

Figure 3 : DLMS protocol synoptic panel 

2.1.3. Water 

According to the information reported above, said that such technology has been already successfully 

adopted by IREN for some of its customers, for water measuring and data transmission it has been chosen a 

M-Bus protocol electronic meters, able to communicate through a radio interface (868 MHz) to the 

concentrators. ¢ƻ Ŧƛǘ ǿƛǘƘ ǘƘŜ ǊŜǉǳƛǊŜƳŜƴǘǎ ƻŦ ǘƘŜ ǇǊƻǎǳƳŜǊǎΩ ǎŜǊǾƛŎŜǎΣ ǎǳŎƘ ƳŜǘŜǊƛƴƎ devices are capable 

of transmitting up to 1 data every 5 minutes. The building concentrator already in place for the District 

Heating will be updated during the project enabling the 868 MHz transmission of data. 

2.1.4. Heat Metering 

Part of the final users that constitute the Turin pilot are connected to the DHN and provided with remote 

control devices. The heat meters measure all the physical quantities of interest (temperatures, flow rates, 

power and energy), they collect them and, every 5 minutes, using a certified M-Bus protocol, they 

communicate through wire to the concentrators. 

2.1.5. Users and Substation Electricity Metering 

The devices devoted to electricity metering, both from final users (1-phase) and in the MV/LV substations 

(3-phase), have been developed by ST-I starting from their affirmed STComet and STPM34 evalboard. These 

devises, for example, will be interconnected as reported in Figure 4 in order to measure and transmit the 3-

phase electric instant power and energy consumed. 
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Figure 4 : 3-phase MV/LV Substation Electric Metering Architecture 

Seen the regulation framework, the ST-I instruments adopt and interface through Power Line 

Communication, specifically the  G3-PLC Powerline Communication Standard. It is based on the DLMS 

standard so it is compliant  CENELEC and IEC 62056. It was developed  with the purpose of facilitating high-

speed, highly-reliable, long-range communication over the existing powerline grid in order to allow the 

progress and implementation of smart grids. 

The system is able to collect up to 1 data per second (1Hz sampling) so that any analysis can be carried out 

from the results: again, the technological choice assures flexibility and interoperability in order to provide 

nearly real time data for the necessary services purposes. 

2.1.6. Concentrator and Cloud Connection 

Finally, according to the specific metering devices defined above, the architecture of the IREN and St-I 

Concentrator can be represented as in Figure 5. 
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Figure 5 : Concentrator interconnectivity 

The concentrator is constituted by the platform ST-I (STComet evalbord) connected to the IREN platform by 

a serial-protocol. The ST-I board cooperates with the bottom measuring ST-I devices and it collects all the 

electric data. The IREN system is constituted by a MBUS certified board, able to communicate with heat and 

water meters and to use multi-protocols to connect to the Central Acquisition System, for example via 

GPRS or via HTTPS. Once data are collected in nearly real time (every second or every 5 minutes) and 

transmitted to the Cloud,  their post-processing provide all the innovative and significant services for DSOs 

and customers.  

Consequently, for example, for electricity metering, the whole system can be shaped as in Figure 6. 



FLEXMETER 646568 D2.1 Report on multiservice interoperability  H2020-LCE-2014-3 

 

Figure 6 : Pilot system architecture 

It can be clearly assessed through such description that the architecture realized reaches the project 

requirements because, thanks to open technologies and protocols approved by the international 

regulation, it is able to interface any modern smart metering device and, moreover, is already open to 

other metering connections. Furthermore, the various systems supported allow realizing infinite flexible 

structures, according to the peculiarities of the environment. 

 

2.2. Midori and ENNOVA concentrators 

In order to test a prototype system for electric energy consumption data analysis (load profiling) exploiting 

NIALM technology, an independent sensors-concentrators architecture has been developed with IREN 

subcontractors. It is important to properly develop such technology since it allows producing additional, 

ǎǇŜŎƛŦƛŎ ƛƴŦƻǊƳŀǘƛƻƴ ŀōƻǳǘ ǘƘŜ ŜƴŜǊƎȅ ōŜƘŀǾƛƻǳǊ ŀƴŘ ŎƻƴǘǊƛōǳǘƛƻƴ ƻŦ ǾŀǊƛƻǳǎ ǳǎŜǊǎΩ appliances, that 

strengthen the provided service quality and innovation level. A representative diagram of Midori&ENNOVA 

multiservice interoperability system is reported in Figure 7. 
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Figure 7 : NIALM data transmission system 

2.2.1. Electricity Metering 

The starting component of the system is constituted by MIDORI metering device, able to measure current 

and voltage with 1 Hz sampling and to compute active (W) and reactive (var)  power. This meter sends 

through AMQP protocol, via Wi-Fi the results to the concentrators. An AMQP protocol broker will be 

present directly in the Cloud.  

2.2.2. Cloud Connection 

ENNOVA concentrator (Figure 8) has been chosen in order to fulfil at the highest level the project tasks. It is 

able to properly communicate through Bluetooth, radio, Wi-Fi, LAN, WPS, USB and other protocols: again, it 

allows connecting different and multiples devices, with high architecture flexibility. 

 

Figure 8 : MyTECH ς ENNOVA HUB 

The concentrator is then able to translate all the data to https protocol and finally to transmit it to the 

Cloud. 
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3. Malmö smart metering network design 

In Malmö pilot area there are district heating and electricity metering. The communication strategy is 

different from the Turin pilot and uses mesh radio technology for communication between the meters and 

uses gateways to go from mesh radio to GPRS or broadband communication to the FLEXMETER cloud. All 

communication uses standardized protocols and specifications. 

 

Figure 9 : Pilot system architecture  

 

3.1. Connode communication modules 

Connode mesh radio solution is based on the physical layer IEEE 802.15.4 and on the data link layer 

6LoWPAN, IPv6 over Low Powered Wireless Personal Area Network. By using this technology the 

communication unit on every meter is acting as both a sender and receiver of IP-based communication 

packets. The communication units become aware of the other units within the radio range and sets up the 

beǎǘ ǿŀȅ ǘƻ ǎŜƴŘ ŀ ƳŜǎǎŀƎŜ ǘƻ ŀ ƎŀǘŜǿŀȅΦ LŦ ŀ ŎƻƳƳǳƴƛŎŀǘƛƻƴ ǳƴƛǘ ŎŀƴΩt hear a gateway, other units within 

the rage will relay the message to the gateway. From the gateway the message will be transported by GPRS 

or broadband to the FLEXMETER cloud. The gateway can encapsulating IPv6 traffic in IPv4 packets if 

necessary to be able to connect to a server with only an IPv4 address. 

Connode uses UDP (User Datagram Protocol) in the transport layer and CoAP (Constrained Application 

Protocol) in the application layer. CoAP can be secured with DTLS (Datagram Transport Layer Security) 

providing very secure communication. CoAP also support mapping to HTTP so that proxies between CoAP 

and HTTP can be built, making it easy for devices to communicate with services based on TCP. 

Connode has also developed a radio module that makes it possible to connect an embedded Linux 

platform, Intel Edison (Figure 10), to the network. By having this computer connected to the mesh radio 

network, there is possibility to apply distributed computing capability to enable a range of use cases within 

smart grid technology.  
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Figure 10 : Connode mesh radio module on Intel Edison 

 

3.2. Electricity Metering 

 

3.2.1. Household and building electricity metering 

For all apartments, buildings and photovoltaic production units the electricity meters are Landis+Gyr E350 

3-phase meters with remote breaker functionality. The meter values are collected by the Connode 

communication node every 10 seconds and sent through the mesh radio network to the Connode gateway 

and further either by GPRS or broadband to the FLEXMETER cloud in a JSON format via MQTT. 

The following data are collected every 10 seconds: 

¶ Active Energy register consumption [kWh] 

¶ Active Energy register production [kWh] 

¶ Power L1 [W] 

¶ Power L2 [W] 

¶ Power L3 [W] 

¶ Voltage L1 [V] 

¶ Voltage L2 [V] 

¶ Voltage L3  [V] 

¶ Alarms and events  

Other energy parameters can be collected on demand by downloading the registered values from the 

meter. 

¢ƘŜ /ƻƴƴƻŘŜ ŎƻƳƳǳƴƛŎŀǘƛƻƴ ƳƻŘǳƭŜ Ƙŀǎ ƛƴōǳƛƭǘ ŦǳƴŎǘƛƻƴŀƭƛǘȅ ǘƻ ǎŜƴŘ ŀ άƭŀǎǘ ƎŀǎǇέ ǘƻ ǘƘŜ FLEXMETER cloud 

if there is a power outage. 

3.2.2. Substation electricity metering 

All the electricity meters are divides into two groups (Figure 11), each group connected to their substation.  

In the substation there is installed Echelon CT meter that measure the energy data in the LV network. The 

meter values are collected in an embedded computer connected to it every 10th second. The embedded 

computer has internet access via 4G or GPRS and communicating with the electricity meter via IEC62056-21 

using the ANSI-C12.18 protocol. 
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Figure 11 : Smart meter and embedded computer for substation metering 

 

The electrical values that are provided by the Echelon CT meter includes meter energy (sum of phases, 

totals, or per individual tariff), instantaneous values such as voltage and current per phase, and pulse 

inputs. All values are updated within the meter once per second for usage such as viewing, data logging, or 

communications. 

The measured electrical values are: 

¶ Active power (kW), summation: forward, reverse 

¶ Active energy (kWh), summation: forward, reverse, forward + reverse, forward ς reverse 

¶ Reactive power (kvar), summation: import, export 

¶ Reactive energy (kvarh), summation: import, export 

¶ RMS voltage, per phase 

¶ RMS current, per phase 

¶ Power factor, per phase 

¶ Power outage, per phase 

¶ Frequency 

¶ Sine of phase angle, per phase 

¶ Pulse counts from pulse output devices 

¶ Apparent power (VA), summation 

The values are sent to the FLEXMETER cloud in a JSON format via MQTT. Due to the limitation in the 

communication module that sends the data to the FLEXMETER system, the resolution will have a sampling 

rate of 1 data every 10 seconds. 
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3.3. District heat metering 

Heat metering is done by using a field installed embedded computer that has internet access similar as the 

substation metering. The embedded computer reads the heat meter via M-Bus over a USB/M-Bus 

converter. The M-Bus response is interpreted. The embedded computer has internet access via 4G or GPRS 

and sent JSON files to FLEXMETER cloud via MQTT every 10th second. 

   

Figure 12 : Embedded computer and metering device for District Heating 

 

The measured district heat values are: 

¶ Forward temperature [°C] 

¶ Return temperature [°C] 

¶ Water flow [m3/h]  

¶ Volume [l] 

¶ Instant power [kW] 

¶ Peak power [kW] 

¶ Total energy [MWh] 
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4. SIVECO : The architectural approach of the FLEXMETER solution 

The scope of this chapter is to describe the Business Logic Layer architecture with its different technologies 

and standards.  

The overall architecture of the FLEXMETER solution was initially approached and detailed in a previous 

ŘŜƭƛǾŜǊŀōƭŜΣ 5мΦо άtƭŀǘŦƻǊƳ ǊŜǉǳƛǊŜƳŜƴǘǎΣ Řŀǘŀ ŦƻǊƳŀǘǎ ŀƴŘ ǇǊƻǘƻŎƻƭǎέ ŎƻǊǊŜǎǇƻƴŘƛƴƎ ǘƻ ²tмΦ ά{ȅǎǘŜƳ 

ǎǇŜŎƛŦƛŎŀǘƛƻƴέΦ 

Following project meetings and feedback from the Consortium, the solution architecture (Figure 13) was 

further detailed and has the following components: 

ω tǊŜǎŜƴǘŀǘƛƻƴ ƭŀȅŜǊ 

ω .ǳǎƛƴŜǎǎ ƭƻƎƛŎ ƭŀȅŜǊ 

ω 5ŀǘŀōŀǎŜ ƭŀȅŜǊΦ 

 

Figure 13 : System architecture 

 FLEXMETER Cloud   

FLEXMETER Cloud API 

FLEXMETER Cloud Communication Engine 






























